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You Can’t Change Your Fingerprints,
But Do You Need To? The Evolution
of Biometric- and Password-Based
Authentication Security—Part I

David Kalat*

This two-part article seeks to synthesize key ideas in password- and biometric-based
information security to help guide decision makers and stakeholders responsible for
evaluating the risks and benefits of each. The discussion focuses on fingerprint-based
biometric identification systems due to their ubiquity, but the principles illustrated by
fingerprint-based examples are applicable to other biometric systems as well. This first
part of the article discusses the five components of AAA security, the origin of password
insecurity, the history of encryption, bitwise operations, the UNIX password protection
scheme, hash collisions and salt, and brute-force attacks. The second part of the article,
which will appear in an upcoming issue of Pratt’s Privacy & Cybersecurity Law
Report, covers biometric identification, the Bertillon System, fingerprints, biometric
security, feature transformations, biometric cryptography, and spoofing.

Biometric-based authentication systems such as fingerprint sensors are increasingly
prevalent in part because these systems offer improved information security and data-
privacy protections over traditional password-based systems. However, biometric
authentication systems involve specialized security challenges of their own. As is
commonly noted, you can change your password in the wake of a data breach, but
you cannot change your fingerprints. This speaks to the importance of thoughtful
information security solutions to protect biometric data, but the pithy turn of phrase
also implies a misleading equivalence between passwords and biometrics.

The popular assumption, and the source of the anxiety, is that a data breach could
result in an attacker stealing your fingerprints or other biometrics and impersonate you
in every system that uses that biometric. As it happens, decades of research into
biometric data security has engineered an array of technologies intended to prevent
that scenario. Some technologies are focused on protecting the way biometric data is
stored, to prevent it being breached in the first place. Other technologies focus on
limiting and obscuring what data is stored, so that in the event of a breach, any stolen
information would not expose any biometric data. Still other approaches focus on ways
to transform the data so that it can be canceled and replaced with an alternate copy. In

* David Kalat is a testifying expert in electronic evidence and digital forensic investigations. He leads the
Chicago digital forensics lab for BRG’s Global Investigations and Strategic Intelligence practice group.
Mr. Kalat is a Certified Fraud Examiner, a Certified Computer Examiner, a Certified Information Systems
Security Professional, a Certified Telecommunications Analyst, and a licensed private detective.
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many implementations, it does not matter whether you can replace your fingerprints,
as long as the breached system can replace the internal template used to identify your
fingerprints.

While a robust body of research and literature exists regarding biometric data
security, most of this information is presented in technical journals intended for
academic readership. The arcane concepts, unspoken assumptions, and unfamiliar
jargon make these academic resources difficult for non-technicians to navigate. Mean-
while, manufacturers of such systems guard their trade secrets, and the popular press
rarely pushes past a superficial gloss.

This article seeks to synthesize key ideas in password- and biometric-based
information security to help guide decision makers and stakeholders responsible for
evaluating the risks and benefits of each. This discussion focuses on fingerprint-based
biometric identification systems due to their ubiquity, but the principles illustrated by
fingerprint-based examples are applicable to other biometric systems as well.

THE FIVE COMPONENTS OF AAA

In the field of information security, the term ‘‘AAA Security’’ refers to a framework
for intelligently managing access to computer resources. Curiously, ‘‘AAA’’ is an
acronym that covers five, not three, components, and the first one does not start
with the letter A.1 Nevertheless, the AAA framework is an essential starting point
for understanding the underlying principles within which password-based and
biometric identification processes are deployed.

The five components of AAA Security are:

� Identification, in which a subject initiates a communication session with a
computing system by claiming a specific identity;

� Authentication, in which that claimed identity is tested and verified;

� Authorization, in which the system grants the subject access to the resources
that identity is authorized to use;

� Auditing, in which the subject’s actions within the system are logged for the
purposes of holding that identity accountable for those actions; and

� Accountability, in which the activity logs recorded by the Auditing process are
reviewed and evaluated to hold users accountable for compliance violations or
unauthorized activity.

1 In general usage, ‘‘AAA’’ is understood to abbreviate ‘‘Authentication, Authorization, and
Accounting,’’ but the implementation of that framework also entails the unnamed principles of Identifica-
tion and Auditing. For example, see Aboba et al., ‘‘Criteria for Evaluating AAA Protocols for Network
Access,’’ RFC2989, The Internet Society (2000).
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Computing systems rely on AAA methods to distinguish one user from another, and
allocate access accordingly. Proper authentication is a precondition for users to obtain
access as a way of preventing unauthorized access. In the event of unauthorized access,
an audit of user authentications is often a critical area of review when conducting cyber
investigations.

The first two steps of AAA Security, Identification and Authentication, entail a sort
of call-and-response process. The subject submits identifying information, and the
authentication service verifies its accuracy. In the human world, this depends substan-
tially on physically recognizable characteristics. While birth certificates and Social
Security cards are important identifying documents, they are not in themselves proofs
of identity, because neither one contains a photograph. By contrast, government-issued
identification cards such as driver’s licenses function as proof of identity, because they
contain photographs and rudimentary biometric details such as height, eye color, and
weight. When a subject submits a driver’s license as a form of identification, the person
responsible for the authentication step can compare the photograph to the person in
front of them to make a decision.

Computer systems deal exclusively in binary data, so implementing AAA Security
on a computer entails proffering and verifying an identity defined in numerical terms.
A subject submits identifying information in a format that can be accepted as or
converted to a stream of digital bits, and this is then compared to a collection of
authorized credentials to find a match. These two points represent separate security
concerns, as attacks can be directed at either the input stage or the back-end.

For decades, the default process has relied on passwords. A user initiates a commu-
nication session with a computer system by submitting a user name and a password
composed of alphanumeric characters through a keyboard interface.2 In response, the
system verifies that the user name and password combination conforms to an entry in
the database or stored collection. The system grants the user access to the resources
permitted for that identity, and may log the ensuing activity with that identity. This is
such a routine part of human-computer interactions that few users give much thought
to the internal mechanics of how password security works (or, as is often the case, does
not work).

THE ORIGIN OF PASSWORD INSECURITY

The Compatible Time-Sharing System (‘‘CTSS’’) was a pioneering computer science
research project launched in 1961 at the Massachusetts Institute of Technology
(‘‘MIT’’). The CTSS project invented many of the familiar technologies we take for

2 Passphrases are longer passwords made up of multiple words, and personal identification numbers or
PIN codes are passwords composed exclusively of numbers. For the purposes of this discussion, the term
‘‘password’’ is intended to encompass all such variations.
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granted today. In addition to password authentication, email, instant messaging, and
file sharing all got their start here. The time-sharing concept that gave CTSS its
name allowed multiple users to remotely log into a central computer from their
various offices and workstations rather than having to allocate separate computers
for each user. Unlike today’s cloud systems, though, the users could not log on
simultaneously—hence the ‘‘time-sharing’’ aspect.

Project director Fernando Corbató recognized that allowing a large number of users
to access the same computer introduced unprecedented risks if those users could
reprogram the operating system and freely access one another’s work. The simplest,
least processor-intensive solution was for each user to authenticate him or herself with a
unique password, which the CTSS would verify against a master password file.

In 2011, Corbató and other luminaries looked back on the 50th anniversary of the
CTSS initiative. This meant celebrating not only where password security began, but
also where password insecurity began. One CTSS researcher who contributed to the
50th anniversary commemoration, Allan Scherr, took the opportunity to confess to
being the first-ever password thief.3

Scherr’s research involved measuring the CTSS’ operating system’s performance
against a simulation. This time-intensive research exceeded the meager four hours of
processing time per semester he was allotted. Because his research allowed him privi-
leged levels of access to the operating system itself, Scherr initially added some code to
his measuring software that effectively zeroed out his time usage. This worked until the
spring of 1962, when his privileges to modify the operating system were revoked, and
his measuring program was removed to free up space for a new research project. He was
now relegated back to four hours a semester, after having gotten used to working
without restrictions.

Scherr discovered that all the user passwords were stored in a single text file, called
UACCNT.SECRET, located within the system administrator’s account. Scherr did
not have the administrator’s password to access the file, but he discovered an insecure
feature of the CTSS was that any user could request the system to print any file. One
weekend in the spring of 1966, Scherr submitted a request to print out the master
password file, becoming the first computer password hacker. As an added flourish, he
gave copies to a few other users, to make it harder for unauthorized access to be traced
back to him alone. Indeed, until Scherr told his story, the hack was widely assumed to
be the result of a software error.

CTSS’s password security was at risk from two directions: the password file could be
printed by any user, and the passwords themselves were listed in plaintext. In subse-
quent years, improved implementation of password-based security would entail

3 See Walden and Van Vleck, ed., Compatible Time-Sharing System (1961-1973) Fiftieth Anniversary
Commemorative Overview, IEEE Computer Society (Washington, DC: 2011) pp. 35-37 for Allan Scherr’s
firsthand account of the password theft, and the publication generally for the history of the CTSS.
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protecting the locations in which the authentication process is managed, and the use of
cryptographic techniques to ensure passwords are not stored in a readable form.

A POTTED HISTORY OF ENCRYPTION

The general public widely misunderstands encryption, in part because the modern
implementation of encryption in computer systems differs substantially from the types
of code-making people may be used to.

Many early ciphers were variations on either letter transposition or letter substitution
schemes. As ciphers go, such ideas amount to nothing more than a magic decoder ring.
Breaking such a scheme involves recognizing in the cipher text a reflection of the
patterns that occur naturally in plaintext. Solving these types of puzzles is an enjoyable
leisure activity for many people and is easily programmed into computers.

In the context of information science, the term ‘‘entropy’’ has special meaning.
Entropy is a measure of the level of disorder or chaos in any unit of information.
The more that information is patterned, the less disorder and hence less entropy. More
entropy means less patterning, and thus more resistance to the use of statistical models
to predict what comes next.4 For example, a coin flip has two possible outcomes, but
each is equally likely on each attempt. Knowing the preceding coin flip turned up
heads offers no clue as to what the next flip will bring. This is a situation of maximum
entropy. By contrast, human language has relatively low entropy—there are predict-
able patterns in letter sequence and word choice that can be used to guess at what the
next letter in any sequence is likely to be.5

Because computers can be taught to search for these patterns efficiently, a secure
encryption scheme needs to be both unpredictable and non-repeating in order to
generate a cipher text with high entropy. If there is no pattern present, there is no
pattern to be decoded. Interestingly, if an encryption scheme is both unpredictable and
non-repeating, then its security not only no longer depends on the secrecy of the
algorithm, it no longer even benefits from that secrecy at all. This is known as
Kerckhoffs’ principle: the security of the system should assume that any attacker
already knows how it works.6

4 The concept of entropy and information theory was proposed by Claude Shannon in 1948. See
Shannon, ‘‘A Mathematical Theory of Communication,’’ The Bell System Technical Journal, Vol. 27 (July,
October 1948).

5 The most common letter in the English language is e. The most common word is ‘‘the.’’ The most
common first letter of English words is a. The letters ‘‘e t a o i n s r h l d c’’ appear in 80 percent of all
English words. Using these and other observed facts enables cryptographers to design statistical algorithms
that examine a cipher text and work out, by the frequency distribution of the encrypted characters, what
the original characters were.

6 Kerckhoffs, ‘‘La cryptographie militaire’’ Journal des sciences militaires, vol. IX (Jan. 1883 and
Feb. 1883).
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Strong encryption does not depend on some secret formula of how the message gets
jumbled up. In fact, for the strongest forms of encryption, the formula for how to
jumble up messages is public knowledge actively distributed by the creators of the
code. In strong encryption, the formula is known, but each individual use of it involves
a unique key, and as long as that key is secret, the code itself is unbreakable. In the
physical world, there is no great secret to how deadbolt locks work, but locked build-
ings are secured because the individual keys are protected. In the world of electronics, a
key is not a physical lump of metal hanging off a keychain, but a sequence of binary
digits. That key is then processed along with the original plaintext message, itself a
sequence of binary digits. The encryption algorithm (there are various types) takes each
individual bit of the plaintext and of the key, and performs a transformation. Thanks
to peculiar properties of binary math, these transformations become functionally
impossible to reverse.

BITWISE OPERATIONS

A single unit of binary data, a ‘‘bit,’’ represents an instance of either a 0 or a 1.

Now imagine adding that bit to a second bit. While 0+0 clearly equals 0, and 1+0
straightforwardly equals 1, the prospect of 1+1 poses a vexing puzzle. In the world of
decimal-based math taught in kindergarten, it is plain that 1 and 1 make 2, but in
binary there is no such thing as a 2. When performing a ‘‘bitwise’’ operation, every-
thing occurs at the level of the individual bit. Rendering the value of ‘‘two’’ in binary
requires two bits, so a bitwise operation cannot reach that result—the only options are
0 and 1. This is where Boolean mathematics comes into play.

The term ‘‘Boolean operations’’ is sometimes used in the context of designing good
search queries in Google or other databases. That is one application of the special
branch of algebra devised by mathematician George Boole in the mid-1800s. What
sets Boolean math apart is that it entails working only with two variables: true and
false, handily represented in binary data as 1 and 0.7

Some Boolean operations, such as AND, OR, and XOR (‘‘Exclusive OR’’), are one-
way journeys. Multiple different arrangements of input values can return the same
output, making it difficult to reverse the operation. AND returns a value of ‘‘true’’ (1) if
both of the inputs are also true, but ‘‘false’’ (0) otherwise. In other words, using AND
1+1 = 1, but all other scenarios return a 0 (1+0 = 0, 0+1 = 0, and 0+0 = 0).

OR returns a value of ‘‘true’’ (1) if any of the input values are true. The OR operation
can take three different inputs to reach the same output: 1+1 = 1, 1+0 = 1, and 0+1 = 1,
but only 0+0 = 0. By contrast, the XOR operation specifies that if both inputs are true,

7 See Boole, The Mathematical Analysis of Logic (1947) and An Investigation of the Laws of Thought
(1854). Claude Shannon applied Boole’s algebra to computer circuit design in his 1938 master’s thesis at
MIT, ‘‘A Symbolic Analysis of Relay and Switching Circuits.’’
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the operation is false—in other words, XOR returns the value of 1 only if one and only
one of the inputs is a 1.

All of this is to say that the choice of the Boolean operator affects what something
like 1+1 ‘‘means’’ in a bitwise context. In the calculation, some aspect of the original
information is lost forever, and the output can be achieved through multiple possible
inputs. In a secure encryption environment, these bitwise Boolean operations are
performed over and over in successive loops, with each result becoming an input for
a subsequent round, until the end result has been transformed repeatedly in ways that
are mathematically determined and replicable, but are also fundamentally irreversible.
The encrypted result is a Humpty Dumpty that cannot be reverse engineered back to
the unencrypted source without use of the key.

UNIX PASSWORD PROTECTION SCHEME

Using encryption to encode user passwords before storing them was seen, for a time,
as a secure solution. In the late 1970s, though, researchers at Bell Laboratories started
documenting weaknesses in this approach. In a landmark 1979 paper, ‘‘Password
Security: A Case History,’’ Robert Morris and Ken Thompson showed how an attacker
with access to the encrypted password file could derive valuable conclusions from it
without having to even try to reverse the encryption algorithm. For example, because the
vast majority of users select simple, common passwords, numerous users end up
unwittingly sharing the same password. If the same encrypted password appeared
repeatedly through the password file, the attacker could deduce that those users had
chosen the same string, such as ‘‘password’’ or ‘‘123456.’’

More problematically, Morris and Thompson observed that nearly all users they
surveyed had selected ordinary English words as their passwords. This meant that if an
attacker were to take a digitized dictionary and encrypt its contents, it would be a
simple task then to look up which word in the dictionary corresponded to any
encrypted text found in the password file. Even with 1979 technology, this put
fairly comprehensive password-cracking power in the hands of almost anyone.

Morris and Thompson proposed a more secure alternative. Instead of encrypting
the passwords, they proposed hashing the passwords with salt.8 This remains today
the preferred security mechanism for protecting passwords.9

8 Morris and Thompson, ‘‘Password Security: A Case History,’’ Communications of the ACM, Vol. 22
No. 11 (November 1979).

9 After a remarkable career as a researcher at Bell Labs, Morris began serving in 1986 as the lead scientist
at the National Security Agency’s National Computer Center, where he pioneered standards for cyberse-
curity. In 1988, his son, Robert Tappan Morris, created the Morris Worm, the first computer worm
released on the Internet. Robert Tappan Morris became the first person prosecuted under the Computer
Fraud and Abuse Act of 1984.
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HASH COLLISIONS AND SALT

‘‘Hash functions’’ are specialized uses of bitwise operations that are intended to
remain as one-way journeys. After a source message is transformed by the hash func-
tion, there is no key to unhash it—the point of the exercise is to permanently obfuscate
the data.10

This might sound like an odd goal, but it turns out that having a condensed slug of
data in place of the original has many handy applications in the world of computer
science. For example, hashes are an efficient way to locate duplicate copies of files.
Because moving a file and/or renaming it does not alter the hash value, it is possible to
identify exact copies of files even if they have been distributed and renamed. Under the
same logic, comparing hashes is a valuable method for identifying malware or verifying
software downloads. Also, when a forensic investigator collects electronic evidence, the
hash value of that evidence can be used to verify that the copy is bit-for-bit identical to
the source—and further that any subsequent copies that may be generated during the
investigation process are also identical. For this reason, hash values have become a
widely accepted method of authenticating electronic evidence and are often referred to
colloquially as a ‘‘digital fingerprint.’’

The term ‘‘hash’’ is derived from the cooking term, in which meat and vegetables are
sliced, diced, and cooked. A binary hash can no more be turned back into its source
data than a sausage can be turned back into a pig.

Hashing algorithms result in an output of fixed length regardless of what input was
used. This raises some interesting implications. A fixed-length variable has a finite set of
possible hash values, to represent an infinite variety of possible sources. In other words,
it is both theoretically possible and mathematically certain that two different data
sources can result in the same hash value. This is called a hash ‘‘collision.’’ That
being said, the odds of naturally encountering a hash collision are vanishingly small.
For example, a SHA-1 hash (Secure Hash Algorithm 1) has a total of 2 to the power of
160 possible values—or 1,461 billions of billions of billions of billions of billions. In
other words, if you have a data set that includes 1,461 billions of billions of billions of
billions of billions of files, you can expect to find at least two with the same hash
value—but if you are searching a data set of that size, you have other problems.11 Even
with the 128-bit MD5 Message-Digest algorithm, the odds of two randomly selected
files sharing the same hash is 1 in 340 billion, billion, billion, billion. As a point of

10 For a technical discussion of hashing algorithms, see Paar and Pelzl, Understanding Cryptography: A
Textbook for Students and Practitioners, Springer (2010), pp. 293-317.

11 Although SHA-1 hashing is often used for eDiscovery purposes, the comparatively larger SHA-256
algorithm is more commonly used in security settings. This produces a total range of possible values
measured by two to the power of 256, or 115,792,089,237,316,195,423,570,985,008,687,907,853,
269,984,665,640,564,039,457,584,007,913,129,639,936 possible combinations. This is approximately
as many atoms as scientists estimate there are in the entire universe.
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comparison, the odds of two fingers sharing the same fingerprint is 1 in 64 billion. Is a
hash value a ‘‘digital fingerprint’’? No, it is substantially more precise.

The one-way operation of hash values makes them an attractive tool for securing the
storage of passwords in a computer system. When a user goes to log into a system
configured with this type of security, the interface immediately hashes the password as
it is input. The password itself is never retained by the system at all, and instead the
hash of the user’s input is compared to the stored hash. If they match, the user is
authenticated into the system.

In theory, an attacker could devote the considerable computational power needed to
pre-compute the hash for every possible eight-character string and store that informa-
tion. Such a list of precomputed hashes is called a ‘‘rainbow table.’’ In such a scenario,
the attacker could deduce a user’s password without having to reverse the crypto-
graphic hash, by simply taking the user’s password hash and looking it up in the
rainbow table.

For this reason, Morris and Thompson’s solution also combined the user’s password
with a random chunk of data stored in the system, and then put the combination of
those two components through the hash algorithm. This is called ‘‘salting’’ the hash.12

One advantage of this method is that if the same password is used in two different
systems, but is salted differently in both systems, then two different hashes will result.
This enhances the protection around the hash and further obfuscates its relationship to
the input. Salted hashes are countermeasures against rainbow tables, because the salt
differs from system to system, ensuring the salted hashes do, too. The same password
used in different systems using this security method will appear as different hashes.
Unless the attacker knows the salt ahead of time, there is no efficient way to generate a
worthwhile table.

BRUTE-FORCE ATTACKS

Cracking a password, at its simplest, is just a brute-force operation. Just start trying
keys, and keep going until one works. Modern computers are such powerful machines
that an ordinary consumer-grade device could try millions of keys a second; a machine
specially equipped for the purpose could try billions per second.

The strength of any password can be measured by its length and complexity. To use
the language of cryptography, it is measured by its keyspace and bit strength. The
‘‘keyspace’’ is the range of all possible key values that could potentially fit the lock.
The ‘‘bit strength’’ is the range of all possible character values for any position
within the key. For example, a four-digit PIN code has a keyspace of 10,000 possible
arrangements—but in fact the decision to limit each character to a digit between

12 The field of computer science is packed with silly-sounding terminology and jargon, which can be a
relief when the concepts they describe become especially arcane or complex.
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0 and 9 makes for a low bit strength. Taken together, a long keyspace and high bit
strength serve to increase entropy and increase the security of the password from
statistically based computational attacks.

Unfortunately for security, people have a natural tendency to reduce the entropy of
their password choices. A 2017 survey by Security magazine found that the average
person needs to keep track of close to 200 different passwords at a time.13 These need
to be remembered, maintained, and sometimes changed. Entering a password into a
website or application is not the ‘‘fun’’ or useful part of the interaction, but a gate-
keeping process that a person has to go through to get to what they want to do. The
easier the password is to enter, the less time the user loses to that friction. For a
password that a person uses frequently, there can be emotional satisfaction in not
just choosing something easy to remember but also customizing it to their personality,
along the same lines as customizing a desktop theme or choosing a decorative case for a
smartphone. Thanks to these emotional incentives, as well as inertia and other forces,
users often select short, easy-to-remember passwords connected to their lifestyle,
habits, or interests.14

Security professionals often advocate for the use of random password generators
designed to create strong passwords with high entropy. These machine systems can
do what humans find hard—generate a truly random mix of different character sets.
An example of a randomly generated password created by such a program is
‘‘8:t Y2wk}S!{!KC.’’ This combination of different character sets is 73 bits strong
and might take as much as 124.8 years to break. By contrast, a password like
‘‘CatLover’’ is a 32-bit strong password mixing upper- and lower-case letters, and
would take an ordinary computer no more than a couple of hours.

Going from 32- to 73-bit strength pushed the time needed to crack the password
from hours to centuries. This is a crucial detail—and the cornerstone of modern
cryptography. Different types of tasks require different amounts of computing
resources to complete. Some tasks are just as time-consuming or difficult no matter
how large the data—these are tasks with a constant efficiency. Other tasks are linear or
logarithmic, and become harder at some rate proportional to the input—for example,
if the problem is twice as hard, it will take twice as long. But some tasks grow
exponentially, and small increases in the input complexity are quickly magnified to
the point that actually doing them becomes virtually impossible.

Bruce Schneier’s book Applied Cryptography discusses the practical physical limits
that the second law of thermodynamics imposes on trying to brute force a calculation

13 ‘‘Average User Has 191 Passwords,’’ SecurityMagazine.com (Nov. 6, 2017), accessed at
https://www.securitymagazine.com/articles/88475-average-business-user-has-191-passwords.

14 Morris and Thompson documented these very habits in their 1979 paper ‘‘Password Security: A Case
History,’’ discussed above.
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this complex, and concludes that ‘‘brute-force attacks against 256-bit keys will be
infeasible until computers are built from something other than matter and occupy
something other than space.’’15 The time needed to break even a 128-bit password
using just brute force is estimated as requiring a billion billion years. The universe is
estimated as having existed less than fourteen billion years. If you went back in time to
the Big Bang and started a brute-force attack against a 128-bit password, the calcula-
tion would still barely have started by the time you finish reading this sentence.

In practice, of course, few computer users deploy passwords anywhere near that level
of strength. The 10 most commonly used passwords are also the most painfully
obvious:16

1. 123456

2. password

3. 123456789

4. 12345678

5. 12345

6. 111111

7. 1234567

8. sunshine

9. qwerty

10. iloveyou

The majority of users not only continue to stake their computer security on easily
guessable passwords, but in many instances simply leave in place default passwords
unchanged from when the system was first taken out of its shrink wrap.17 Vast
numbers of computer users have admitted to printing their passwords on notes or
storing them in plaintext files on their computer, reusing passwords, updating them
infrequently, and sharing them with other users.18

15 See Schneier, Applied Cryptography, John Wiley & Sons (1996), pp. 157-8.
16 Ehrenkranz, ‘‘The 25 Most Popular Passwords of 2018 Will Make You Feel Like a Security Genius,’’

Gizomodu.com (Dec. 13, 2018), accessed at https://gizmodo.com/the-25-most-popular-passwords-of-
2018-will-make-you-fee-1831052705.

17 For example, in the summer of 2014, HP surveyed usage of interconnected ‘‘smart’’ devices (the
so-called ‘‘Internet of Things’’) and discovered that 80 percent of the devices tested by HP had poor
password security, often with default passwords like ‘‘1234’’ left in place. See ‘‘Internet of Things Research
Study: 2014 Report,’’ Hewlett-Packard Development Company, L.P. (September 2014).

18 For example, see the Password Habit survey published December 14, 2018 by DigitalGuardian.com,
accessible at https://digitalguardian.com/blog/uncovering-password-habits-are-users-password-security-
habits-improving-infographic. See also the survey by Secret Double Octopus at https://doubleoctopus.
com/blog/blog-secret-double-octopus-survey-examines-user-preferences-for-password-alternatives/.
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This is the fundamental and irreducible flaw that forever limits the effectiveness of
password-based security. Any system that requires a human being to enter a password
into an interface to authenticate their identity will never be any more protected than
whatever security-mindedness that individual user brings to the occasion. A sophisti-
cated salted-hashing process can protect the back-end side of the process, so that
attackers are unable to benefit from stealing the authentication data stored in the
system, but that is of little comfort if the attacker only needs to try ‘‘123456’’ on
the front-end interface to gain entry on their first attempt. The strength of a chain is no
greater than its weakest link—and in most computer networks and shared systems, at
least one user’s approach to password security is nominal.

***

The second part of this article, which will appear in an upcoming issue of Pratt’s
Privacy & Cybersecurity Law Report, covers biometric identification, the Bertillon
System, fingerprints, biometric security, feature transformations, biometric crypto-
graphy, and spoofing.
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