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Online

is the “double-spend” problem. In 
the real world, the physical nature 
of cash provides clear boundaries 
around transactions. Once a dol-
lar has been exchanged for some 
kind of good or service, the buyer 
no longer has it and cannot spend 
it again. In the digital world, those 
boundaries have to be constructed 
artificially. “Spending” money online 
means copying a certain chunk of 
data from one computer to another, 
at which time both computers have 
it. To effectively debit the spender’s 
account by the right amount, a larg-
er database infrastructure must log 
the transaction. Creating such da-
tabase structures, however, erodes 
the privacy that was inherent in the 
cash transaction.

A bank has no way to know how 
a user intends to spend the cash 
she withdraws from her account; a 
merchant has no way to know the 
identity of the customer who pays 
in cash. Transitioning to electronic 
transactions has generally meant 
trading away anonymity and pri-
vacy in exchange for convenience.

In the early 1980s, Chaum, a 
privacy-minded student at the 
University of California at Berke-
ley, devised an alternative. He 
developed his idea from an anal-
ogy about voting by sealed ballot. 
The electoral authority verifies a 
voter’s identity, ensures the voter 
does not vote twice, and protects 
the integrity of the process, with-
out ever knowing which candidate 
the voter selected. The same prin-
ciple can be applied, via cryptog-
raphy, to online transactions. As 

Chaum told Forbes magazine in 
2019, “Cash is a bearer instrument, 
and is peer-to-peer, permission-
less, and confidential. Digital cash 
should ideally share these same 
characteristics.”

Chaum’s 1981 thesis, “Blind Sig-
natures for Untraceable Payments,” 
proposed one kind of cryptogra-
phy to mask the content of a mes-
sage and a second kind to digitally 
sign that masked message. The dig-
ital signature provides a means to 
mathematically prove that the mes-
sage came from a specific trusted 
sender, but in this scenario that 
verification does not expose the 
content of the communication. In 
Chaum’s proposal, this technique 
would be used to allow a payer to 
instruct a bank to deduct a certain 
value from her account and to sep-
arately convey instructions to the 
bank to deposit value to a payee’s 
account, without the bank know-
ing the transactions were related 
and without the payee knowing 
from whom the purchase came.

In 1983, Chaum developed his 
idea further into a proposal for 
anonymous electronic money he 
called “eCash.” Using cryptograph-
ic blind signatures, eCash software 
could allow users to make pur-
chases from vendors without hav-
ing to open accounts, exchange 
credit card numbers, or leave an 
audit trail identifying themselves.

By 1989, Chaum had launched 
the DigiCash Corporation to im-
plement his idea on a commercial 
scale. But DigiCash suffered from 
being too early a pioneer. Almost 

no one used the Internet at the 
time. Until there was a sufficient 
volume of online ecommerce to 
protect, Chaum was selling a solu-
tion to a problem no one had. Digi-
Cash fell into bankruptcy in 1998.

Although his work is more no-
table in hindsight than it was a 
commercial success, Chaum’s rel-
evance to the world of blockchain 
technology continues today, as he 
has introduced his own Bitcoin ri-
val, Elixxir. Chaum has noted that 
cryptocurrencies like Bitcoin and 
Ether rely on digital signatures, 
much like his 1980s version of 
eCash, but handle those signature 
calculations in inefficient ways. 
This limits the number of con-
current transactions those block-
chains can handle. Chaum claims 
to have devised more efficient 
digital-signing techniques to al-
low exponentially more transac-
tions per second. Introduced in 
late 2018, Elixxir began as a free 
messaging application, intending 
to build its network base before 
enabling payments between users 
at some point in the future.
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