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WHAT ARE THE
CURRENT CYBER
SECURITY RISKS IN
THE CONSTRUCTION
INDUSTRY?




Top 5 Cyber Issues Facing the Construction Industry




WHAT ARE THE
CURRENT CYBER
SECURITY
REQUIREMENTS FOR
GOVERNMENT
CONTRACTS?




Controlled Unclassified Information (CUI) Program Implementation

« NIST SP 800-53
« NIST SP 800-171

 National Archives & Records Administration (NARA) Final
Rule [32 C.F.R. part 2002],




Federal Contract Clauses

* FAR Clause 52.204-21

« DFARS Clause 252.204-7012




Cyber-Incident Reporting and Response

* https://dibnet.dod.mil
 Medium assurance certificate from ECA




FAR Clause 52.204-21 Basic Safeguarding of Covered Contractor Information
Systems (June 2016)

- Information, not intended for release, provided by
or generated for the government under a contract

fo develop or deliver a product or service to the
government
- Includes e-mail




DFARS Clause 242.204-7012: Safeguarding Covered Defense Information and
Cyber Incident Reporting




HOW SHOULD CYBER
SECURITY RISKS BE
ADDRESSED IN
CONSTRUCTION
CONTRACTS?




WHAT BEST
PRACTICES SHOULD
BE FOLLOWED TO
ADDRESS CYBER
SECURITY RISKS IN
CONSTRUCTION?




Risk Management & Compliance Best Practices




5 Things You Can Do Today to Combat the Cyber Threat




QUESTIONS?
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