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FOREWORD

Welcome to the fourth issue of Risk & 
Compliance, an e-magazine dedicated to the latest 

developments in corporate risk management and regulatory 

compliance. published quarterly by Financier Worldwide, 

Risk & compliance draws on the experience and expertise 

of leading experts in the field to deliver insight on the myriad 

risks facing global companies, the insurance solutions 

available to mitigate them, and the in-house processes and 

controls companies must adopt to manage them.

in this issue we present features on managing competition 

risk and tackling innovation risks. We also look at enterprise 

risk management; upfront compliance costs; the role of the 

chief Risk officer; risk management thinking; integrated 

reporting; insider trading and information leaks; bank m&A 

due diligence; terrorism risk; planning FcpA investigations; 

and third-party relationship risks.

Thanks go to our esteemed editorial partners for their 

valued contribution: Baker & mcKenzie; Berkeley Research 

Group, llc; KpmG; Airmic; Association for Federal Enterprise 

Risk management; Australian institute of company Directors; 

Ethics & compliance officer Association; national Association 

of corporate Directors; The Risk management Association; 

Santa clara University; and WomencorporateDirectors.

– Editor
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FEATURE

SUCCESSFULLY 
MANAGING 
COMPETITION RISK
By RIChaRD SummERfIElD

in an increasingly global market, companies 

face rising levels of competition. As such, it is 

natural that all organisations face some degree 

of competitive risk. in recent years, many big name 

brands have fallen victim to competitive threats 

left unchecked. Former industry heavyweights in 

their respective sectors, companies such as Kodak, 

Blackberry and nokia have all been laid low when 

faced with aggressive competitors and unable to 

defend their market share. The failure of companies 

such as nokia and Kodak demonstrates that, 

irrespective of the size of the firm, any company can 

easily lose market share and potentially their entire 

business.

When it comes to the demise of former industry 

superpowers, hubris can undoubtedly play a part in 

companies’ lack of response to emerging threats. 

However, one of the main reasons businesses fail 

to defend themselves effectively is often that they 

simply underestimate the size of the risk posed. Be 

http://www.riskandcompliancemagazine.com/subscribe/
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it from existing rivals or start-ups just entering the 

market, from a position of size and dominance in 

a particular field, it is easy to dismiss threats from 

smaller, seemingly inconsequential rivals.

When it comes to managing competition risk, for 

many businesses a sound defensive strategy can be 

incredibly important. pushing back new entrants to 

the market and responding to competitors should 

be considered a top priority for anyone running 

a business, although in some respects it may be 

harder for larger firms to justify a major defensive 

effort against a significantly smaller threat. often, 

companies are unable or unwilling to redirect 

vital spending from offensive programs without a 

compelling reason to do so.

Such failing companies may become over-reliant 

on products experiencing stagnating or falling sales. 

They may fail to adapt to new consumer tastes and 

trends, stick with a flawed or unrealistic pricing 

strategy or fail to embrace and integrate technology 

as effectively as their competitors. many other 

variables can also impact the competitive position 

of a company, including training, marketing, location, 

policies, branding, recruitment and reward schemes.

in this context, the adoption of an appropriate 

and effective defensive strategy is clearly important. 

countering the advances of new entrants to the 

market and responding to established competitors 

must be a top priority for any organisation wishing to 

remain competitive or dominant in their respective 

field. The first step to responding to a perceived 

threat is to carry out a thorough analysis of 

competition risk. Failure to respond to these threats 

can lead to disastrous consequences, particularly 

since the onset of the global financial crisis.

Although companies face a number of challenges 

and problems as a result of competition risk, 

they can also derive a multitude of positives from 

understanding and analysing competitive risks. in 

many ways competition risk can play a positive 

and pivotal role in helping to decide the fortunes of 

businesses. 

Accordingly, the manner in which these risks are 

managed is important. Approaches to competition 

risk must not simply be about waiting for alarm bells 

to go off, indeed, management of competitive risk, 

is predominantly about preparation and behaving 

proactively. By taking positive action companies 

can utilise competitive risk to further enhance their 

own businesses and interests. companies can 

identify risk warnings, develop recommendations 

for strategic adjustments to align with market shifts, 

and execute actionable plans in order to gain a 

competitive advantage over their rivals.

Identify and analyse
The identification and analysis of competition 

plays a vital role in managing competition risk. The 

first step of any defensive strategy should involve an 

evaluation of a company’s competitive threats.

By indentifying other businesses in the same 

industry and gathering information on their products 

SUCCESSFULLY MANAGING COMPETITION RISK



www.riskandcompliancemagazine.com	 risk & COMPLiANCE		Oct-Dec 2013	 9

FEATURE

and future plans, organisations can help to mitigate 

the impact these products may have on their own 

business. By studying the areas of rivals’ research 

and the scope of their investment, businesses can 

further evaluate whether these competitors pose a 

threat to their market position. 

it is crucial that organisations evaluate their 

competitive threats accurately; by doing so they 

are ideally placed to plan and respond accordingly. 

A significant competitive threat can warrant a 

major response, be it in the form of a new product 

launch, which in turn makes it difficult for the new 

entrant to the market to arrange for distribution of 

SUCCESSFULLY MANAGING COMPETITION RISK
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a product, an investment in promotions to block the 

competitor’s trial, or a new advertising campaign 

to raise doubts about the new entrant’s feasibility 

in the marketplace. A more extreme response may 

call for organisations to carry out multi-billion dollar 

acquisitions, either to strengthen their own position 

via bolt-on purchases or to buy out the new market 

entrant altogether.

Successful organisations should also analyse and 

manage their own core competences 

in order to stave off competition. 

in order to build a sustainable 

competitive advantage, organisations 

must first determine what it is that 

they excel at. in order to achieve this, 

companies must determine their core 

competencies. To develop a sustainable 

competitive advantage, and therefore 

mitigate the potential risks created 

by competition, firms must focus on 

their day-to-day activities which cannot be easily 

duplicated. By outsourcing non-core activities, 

companies can focus directly on what the business 

is really about.

Defensive strategy
A sound defensive strategy is crucial to manage 

competition risk. Knowing your market position is a 

solid starting point to any defensive strategy. in order 

to effectively navigate the competitive landscape 

companies must have a solid understanding of their 

place in the market. is that organisation a market 

leader and the main brand in the category? or is 

the company new to the market? By understanding 

their place in the industry, companies may be 

better placed to mitigate risk while still achieving 

innovation.

once a company has established its position 

within its particular industry, it is important that it 

plays to its strengths. By accentuating the positives 

and hiding the perceived negatives, companies can 

better position themselves to benefit from their 

strengths. if a particular company has been always 

been seen as innovative, it should harness this 

innovation and utilise it as a core strategy when 

entering a new market or trying to gain additional 

market share.

Agility is also incredibly important when it comes 

to developing a defensive strategy. At the height of 

their powers, companies such as Kodak and nokia 

were unable or unwilling to adapt to new emerging 

“If a particular company has been always 
been seen as innovative, it should harness 
this innovation and utilise it as a core strategy 
when entering a new market or trying to gain 
additional market share.”

SUCCESSFULLY MANAGING COMPETITION RISK
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technologies and techniques. These companies 

demonstrated an inability to evolve as new players 

entered the market. Accordingly, it is crucial that 

organisations and business leaders future-proof 

their operations to the extent possible, in order to 

prepare for future growth. companies must innovate 

with their products and services in order to adapt to 

emerging trends, by doing this they can help seal the 

longevity of their organisations, as well as helping to 

alleviate the threat posed by competition risk.

Compliance
one of the biggest issues companies face today 

with regards to the management of competition risk 

is compliance with global competition regulations. 

many companies are beginning to awaken to 

the fact that they are now operating within an 

increasingly competitive global market. As such, 

the scrutiny firms are experiencing from global 

competition regulators is at an all time high. While 

this is particularly noticeable across the UK, there is 

also evidence of increased analysis of compliance 

across Europe and globally.

increasingly, the onus is on companies to ensure 

that they have in place adequate measures by which 

they can achieve full compliance with competition 

laws. By meeting their compliance needs, businesses 

will be able to avoid the penalties associated with 

contravention of those laws. Significant fines, 

personal consequences for directors and extensive 

reputational damage are just a few of the issues 

companies have to deal with when it comes to 

competition compliance. in the UK particularly, 

companies face one of the toughest compliance 

regimes in the world. The office of fair trading and 

the European commission are extremely active in 

enforcing competition laws.

However, by adhering to competition rules, 

companies are able to protect and promote long 

term, healthy competition within their respective 

industries. This competition, in turn, will help drive 

innovation.

Effective compliance regimes can be vital to the 

longevity of businesses; yet this compliance can only 

realistically be achieved if all ‘at risk’ employees have 

a clear and definitive understanding of the applicable 

compliance rules, as well as their own personal 

obligations within those rules. An effective program 

also requires that employees are fully aware of the 

importance of compliance to the business, as well 

as the procedures the company has put in place in 

order to help them better manage risk.

in order to better promote awareness of 

compliance, organisations should implement a 

number of training and monitoring systems, or 

ethics and compliance programs. These compliance 

structures must be supported and endorsed in a top 

down approach. Senior management and boards of 

directors have important roles to play in helping to 

establish a firm respect and understanding of the 

required compliance program. 

SUCCESSFULLY MANAGING COMPETITION RISK
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Equally, company compliance schemes must be 

well funded, monitored and updated regularly if 

they are to be effective in promoting compliance. By 

educating employees and promoting an awareness 

of compliance issues, companies will have a better 

understanding of the hazards of competition laws 

and their inherent risks.

Furthermore, in an effort to increase compliance 

with competition rules, some organisations may 

find that they do not currently have a systematic 

competition compliance program in place at all. 

clearly, for these companies, there will be a great 

deal of work required to ensure that they achieve 

compliance with the relevant legislation in a timely 

fashion. 

To that end, companies must target high risk areas 

as quickly as possible, as creating and implementing 

a comprehensive competition compliance 

program will be both time consuming and costly. 

organisations should design procedures and 

control systems in order to address gaps in existing 

programs. These measures will help support the 

effective and speedy implementation of policies. 

These policies, however, should be proportionate 

and appropriate; being built into existing processes 

as far as possible, and should also mitigate the 

specific risks identified. A regulatory system that 

places considerable weight on leniency may lead 

some companies to implement detective, as well 

as precautionary, procedures and controls. The 

overarching aim should be to make competition 

compliance part of ‘business as usual’, rather than 

something that is seen as a standalone project.

Conclusion
irrespective of a company’s size or its standing in 

a particular industry, it will always face considerable 

competition risk. in order to properly navigate and 

even profit from those risks it is important that 

businesses have an effective and appropriate risk 

management strategy. 

competitive risk management is the art, or even 

the science, of identifying early warnings well before 

they become public knowledge and building systems 

which help to turn these red flags into viable and 

realistic business opportunities − although it is 

imperative that companies also have the plans in 

place to alter course if needs be. competition risk 

management is not about predicting the future; it is 

simply about being better prepared for it.  RC&

SUCCESSFULLY MANAGING COMPETITION RISK
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TACKLING 
INNOVATION RISKS
By RIChaRD SummERfIElD

innovation is a very powerful tool and a key 

driver of value, but all forward leaps come with 

some degree of risk. in light of this it is vital that 

organisations, irrespective of their size, champion 

innovation in order to move forward. likewise, 

companies must be prepared and willing to accept 

failure in order to flourish. 

However, in the current economic climate 

many businesses are fearful of the inherent risks 

of pursuing new ideas that may not ultimately 

succeed. clearly, it is of paramount importance 

that companies strike the right balance between 

innovation and necessary risk.

There is a widely held belief that typically it is 

start ups that make the ideal staging ground for 

innovation, as they are generally free to pursue 

innovation uninhibited. The perception is that start 

up companies are more liberated, comprising of 

independent and self sufficient teams, able to 

develop products and ideas with minimal oversight. 
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if the assertion is correct and these smaller 

firms do indeed have significantly less to lose by 

pursuing innovation, the opposite is often thought 

for larger, more restrictive, structured organisations. 

However, when properly fused, the two disciplines 

of innovation and risk can help organisations of any 

size pursue profitable opportunities that more risk-

averse companies might otherwise ignore. in this 

context, a suitable risk management program can 

help further a company’s innovation agenda.

in an increasingly competitive and global business 

environment, innovation has become a crucial 

issue for companies the world over. yet, often an 

organisation’s management team is frustrated by the 

results. While the freedoms of speed and flexibility 

are coveted, they fear these notions will increase 

risk. As corporate imperatives, risk management and 

innovation are becoming increasingly important – 

creating a symbiotic relationship between the two 

is the next logical step. Risk management can be 

harnessed to boost innovation efforts by creating 

confidence that risks are well managed from the 

start. moreover, far from proving to be a hindrance 

to innovation, refined, state of the art management 

tools and techniques can help to foster a more 

innovative atmosphere and encourage innovation 

across the board.

With each new innovation comes an inherent 

degree of risk. Vikram Taneja, Governance, Risk & 

compliance consultant for Hcl comnet ltd, agrees. 

“Risk managers need to play a very critical role,” he 

says. “innovation will always have risk associated 

with it. Therefore defining risk appetite as per the 

market environment for the organisation is one of 

the crucial roles played by risk managers. This is 

followed by assessment of risk and evaluations as 

per risk appetite and finally allowing those ideas 

to be implemented that would be associated with 

company’s risk management policies”.

Role of IT
information technology (iT) also has a crucial role 

to play in helping to accelerate innovation. Arguably, 

iT is one of the most powerful enablers of innovation 

in the current climate. With the recent and striking 

rise of social media, crowdfunding and other trends, 

iT has assumed an even greater importance with 

respect to innovation. David Froud, founder of core 

concept Security ltd, supports this assertion. “you 

cannot innovate until you know exactly how to do 

what you are currently doing properly,” he notes. 

“The iT department is perfectly placed to enable 

the business side to map its process, and then 

suggest ways to transform that process in line with 

the business goals. These goals are not necessarily 

related to dramatic changes, but can be as simple as 

increased efficiency, accuracy through automation, 

or even the removal of a non profitable process 

line. Technology is never a goal in and of itself; it is a 

business enabler if properly applied.” crowdsourcing 

is another facet of iT which is helping to drive 

innovation. many firms are beginning to turn to the 

TACKLING INNOVATION RISKS
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wider internet community, not only for funding but 

also for ideas to help drive innovation forward.

in many respects, principles for effective risk 

management within the sphere of iT are extremely 

relevant to managing innovation risk. The principles 

of risk management within iT include always linking 

with business objectives, aligning innovation risk 

with overall enterprise risk management (ERm), 

promoting fair and open communication of 

risk throughout the organisation and ultimately 

establishing the right tone from the top. Equally, it is 

crucial that boards and management help to define 

and enforce personal accountability 

among employees for carrying out 

innovation projects within acceptable 

and appropriate company defined 

tolerance levels.

Trust in failure
Despite the many obvious advantages 

iT can bring to the innovation process, 

it should not be seen as a panacea for 

all problems. innovation in and of itself 

can lead to significant failures. There are 

many risks associated with innovation, not just the 

failure of a particular project. costs can be driven 

up exponentially, valuable time eaten up, and the 

whole project may provide insufficient value for the 

investment made.

yet despite these obvious drawbacks, in many 

regards failure of innovation initiatives can be 

seen as a positive or healthy development. 

Although global confidence is beginning to return 

as economies continue on the path to recovery, 

many companies are still not particularly inclined to 

embrace significant levels of risk for fear of these 

potential consequences. Despite the reticence 

of these organisations, however, it is arguably 

impossible to achieve revenue driving innovation 

without taking on some level of risk. 

in order to sustain innovation, risks must be taken. 

Throughout history, from the internet and television, 

back to the steam engine and railway, companies, 

their subsidiaries and even entire industries have 

innovated and adopted risk. “innovation in the 

information age is far more rapid than it has ever 

been,’ says mr Froud. “competitive advantage is 

now measured in weeks and months as opposed 

to years, and any organisation hoping to stay in the 

lead must be able to innovate faster, make quicker 

“It is crucial that boards and management help 
to define and enforce personal accountability 
among employees for carrying out innovation 
projects within acceptable and appropriate 
company defined tolerance levels.”

TACKLING INNOVATION RISKS
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decisions and cut their losses when they make 

the inevitable mistake. you just have to look at the 

growth in ratings and reviews and big data fields to 

see that organisations are desperate for information 

that will enable them to make the best decisions 

they can.”

in order to encourage the use of initiative and 

increase innovation companies must embrace and 

even encourage failure. Although organisations 

should encourage well reasoned and thoughtful 

risk taking, employees should feel safe enough 

within their working culture to fail. Even in failure, 

companies can still discover unexpected information 

or develop skills which stand them in good stead in 

the future.

many companies now recognise that they can 

allow innovation teams to make strategically 

intelligent mistakes within a clearly understood 

governance framework. This, in turn, enables a 

culture that not only tolerates risk but also embraces 

failure as an integral part of the innovation process.

Furthermore, despite the obvious challenges and 

pitfalls associated with increasing levels of risk, 

companies can ill afford to ignore innovation. With 

established players and start ups entering new 

markets, those organisations unwilling to pursue 

FEATURE
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innovation may soon find themselves pushed into 

irrelevance by their competitors.

With this in mind, one of the most important 

elements in managing innovation risk is creating 

a culture of trust. By trusting individuals to pursue 

new ideas on behalf of the organisation, companies 

can help to develop a culture in which teams and 

individuals are not afraid to fail. The ability to make 

mistakes within a structured and well-reasoned risk 

taking environment will enable people to feel safe 

with the choices that they make, free from the threat 

of punitive measures. This type of environment 

should empower employees to do their best work. it 

is of paramount importance that boards of directors 

and senior executives focus on managing risks and 

not stifling innovation.

The need to allow individuals to make mistakes 

must, however, be mitigated to a certain degree. 

organisations should not, of course, grant employees 

total carte blanche. Unnecessary and avoidable 

risks should not be undertaken. Determining the 

feasibility of a particular risk can dramatically 

reduce the impact or undertaking of unnecessary 

risks in the future. if companies wish to grow, they 

have to grow accustomed to living with, and adapt 

to the challenges presented by, risk. Successful 

organisations provide individuals with the confidence 

and trust required to take necessary risks because 

they understand their importance to the future 

prosperity of the company. Successful organisations 

enable employees to take appropriate risks while 

eliminating those that are unnecessary. cultural 

shifts within firms are necessary and must begin 

with the chief executive and board of directors. 

if they do not see that risk management enables 

innovation, no one else will.

Rewards
Another key way to accelerate innovation within 

the boundaries of a sympathetic risk management 

strategy is by rewarding employees for their 

insight and innovation. A corporate culture that 

only celebrates success can discourage innovation 

by making people nervous about taking risks. 

organisations must also encourage and celebrate 

failures by their staff. organisations should not be 

afraid to present staff with an almost equal reward 

for the biggest success and the biggest failure, 

presented side by side in a ‘safe’ environment.

While these rewards can take the form of 

monetary compensation, some organisations 

provide staff with spaces in which they can engage 

in recreational activities, games, naps and meditation 

facilities or specific time slots during which 

employees can feel free to be creative. Until very 

recently, Google inc’s so called ‘20 percent projects’ 

encouraged employees to innovate. companies 

must create a relationship between culture, 

performance management and reward in order to 

help foster innovation.

mr Taneja agrees. “organisations should 

reward and award innovative ideas or thoughts 

TACKLING INNOVATION RISKS
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appropriately. They can start with programs targeting 

innovations, such as best innovative idea contest, 

innovations of the year, etc. Each employee may be 

asked to do risk assessment of the idea versus the 

profit or gain the idea can bring.” Furthermore, he 

notes that technology can play an important role in 

helping to promote innovation. “Technology would 

be an enabler as well as a support function for ideas 

generation, assessment and the implementation 

process.”

future developments
The future of innovation risk will be multi-

faceted. As organisations continue along the road 

to economic recovery, and hopefully prosperity, 

they will continue to look to reduce costs as much 

as possible. According to mr Taneja “innovative 

risk has to be assessed with respect to different 

factors associated with the company. Social, 

economic and political factors must be taken into 

consideration as well as the company’s plan for 

growth and its objectives going forward. Therefore, 

an understanding of risk and the creation of a 

risk management strategy – that is, top-down 

and bottom-up strategies – would be a challenge. 

Risk managers would need to understand those 

perspectives. This will widen the scope of risk 

management”.

The pace of technological advancement will also 

help set the tone for future developments within 

the field of innovation risk. “The rate of innovation 

will only continue to accelerate as the information 

age reaches the next level: the internet of Things. 

With everything online, accessible instantly by 

anyone anywhere in the world, innovation will not be 

anything special – as it is now – it will be the norm,” 

says mr Froud. “larger organisations will adapt their 

R&D, marketing, and customer service departments 

into an overarching department in charge of new 

services and product offerings. The role of chief 

innovation officer will become far more mainstream 

and critical to the business.”

Ultimately, all innovation involves a trade-off 

between risk and return. in order to minimise risk 

and unintended consequences, companies must 

better understand how to make informed choices 

when it comes to their products and services.  RC&

TACKLING INNOVATION RISKS
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RC: Could you briefly explain 
the importance of enterprise risk 
management (ERm) and the benefits it 
brings to an organisation?

Webster: All organisations exist to create value 

for stakeholders. That value is greatest when 

considerations of product and service benefits, 

costs and risk are optimally balanced in a way 

that maximises that value. maximising value at 

the enterprise level requires balancing these 

considerations as part of a portfolio of products 

and services delivered by the enterprise. Enterprise 

Risk management is the management of key risks 

across the enterprise in a manner that maximises 

the opportunity for achieving enterprise goals and 

objectives. This is accomplished by applying the 

principles of completeness, consistency, integration 

and strategic alignment in order to develop an 

enterprise-level portfolio view of risk that is not 

achievable when managed only within functional 

and programmatic silos.

hurrell: ERm was originally established to help 

companies achieve compliance – for example, 

Turnbull or Sarbanes-oxley. But many successful 

companies are now going further and have placed 

the ERm function at the heart of strategy to underpin 

corporate resilience and even to support competitive 

differentiation in their markets.

Wilgenhof: ERm allows the company to gain a 

holistic view on risk exposure and design proper 

controls to keep risk at an acceptable level. it 

also allows allocating ownership, which is very 

important as quite often lack of ownership makes 

implementation of controls impossible. Without ERm 

there is a risk of ‘blind spots’ even if there is risk 

assessment on a lower level. Risk management is 

often taken for granted and ends up as nothing more 

than a paper exercise. The main reason for that is 

that ERm tools are often seen as too blunt and too 

generic. in a sense, ERm works as a navigation tool, 

allowing senior management to map risks and put 

controls in place before they become too large to 

handle. you can’t use generic tools and expect a 

custom result though. it depends on the scale of the 

company and how it is organised. A small company 

may have fewer but relatively larger risks. A large 

multinational might have risks that exist in multiple 

jurisdictions. Too many companies still work as a 

cluster of small islands that are not interconnected. 

Different departments see each other as competitors 

for resources and funding. A generic ERm system will 

have difficulty detecting the risks between different 

parts of the company. Scalability is therefore crucial 

for an effective enterprise wide risk assessment.

RC: a key objective of ERm is gaining a 
comprehensive view of the varied risks 
an organisation may face. how should 
companies tackle this challenge?

ENTERPRISE RISK MANAGEMENT
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hurrell: our ‘Roads to Resilience’ research 

with cranfield has highlighted the exceptional risk 

radar capabilities of resilient companies. in these 

organisations, not only would they regard every 

employee as part of their intelligence network on 

risk issues but, in many cases, their supply chains, 

contractors and even customers would be part of 

the risk radar process. This not only requires a very 

effective communication network with all barriers 

removed but also a clear prioritisation process to 

turn this radar information into effective decision 

making.

Wilgenhof: you could fill several 

volumes on ERm implementation. it is not 

a self-contained administrative exercise 

but should be part of a continual cycle. 

Risk management is something everyone 

should be involved with, not just the risk 

department. The best way should be to 

involve all parts of the company, map 

out the risks and then prioritise them. 

This ‘heat map’ is the main tool to design 

controls, with input of the various subject 

matter experts. After implementation of the 

controls they should be constantly – not periodically 

– monitored and adjusted where necessary. Risk 

doesn’t have to be, and almost never can be, zero 

but should be within the company’s risk appetite 

bandwidth. it is almost impossible to get a full 

view of all risks. Known risks can be identified and 

controlled quite easy but there are unknown risks 

that often remain under water. Sometimes these 

unknown risks are kept under water because 

they may threaten results of departments or even 

individuals. The financial crisis was partly a result 

of risk kept from senior management and the 

regulators. These ‘known unknowns’ were ignored 

until they started to threaten the very survival of 

the financial system. Risk managers may be seen as 

doomsayers if they don’t quantify risks. This makes 

the task more difficult because unknown risks are by 

their very nature not quantifiable.

Webster: ERm builds upon traditional risk 

management focused on functions or programs by 

implementing practices that support the following 

core principles of ERm. First is completeness 

– focusing on risks within specific functions or 

programs results in missing risks in the ‘white 

Erik Wilgenhof Plante,
PayPal

“Risk managers may be seen as 
doomsayers if they don’t quantify risks. 
This makes the task more difficult 
because unknown risks are by their very 
nature not quantifiable.”
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space’. These are areas that impact the organization 

but are not assigned to any one particular individual 

for responsibility. ERm takes an enterprise-wide 

view of risk, not simply a role up of focused areas 

of risk management. Second is consistency – risks 

managed within silos typically apply inconsistent 

processes and reflect different risk appetites. While 

these differences may sometimes be appropriate, 

they often result from uncoordinated efforts that 

fail to benefit from lessons learned elsewhere. 

ERm brings a consistent, best practice approach 

to risk management across the enterprise. Third 

is integration – by facilitating a cross flow of 

information across functional silos and prioritising 

risks at an enterprise level, the enterprise is able 

to develop a portfolio view of enterprise risk and 

manage that risk to maximise enterprise value. 

Fourth is strategic alignment – effective strategic 

planning ensures organisational objectives align 

with enterprise goals and objectives. This top-

down planning process requires a supportive risk 

management process that ensures alignment of 

objectives and risks with enterprise-level objectives. 

only ERm can provide the top-down, enterprise-

wide risk management needed to ensure strategic 

alignment of objectives and risks.

RC: What techniques can firms use to 
identify risks? how important is it to 
obtain input from employees and senior 
management in this respect? 

Wilgenhof: There are various methods to 

determine risk. it would go a bit too far to describe 

every method but whatever method you use, input 

from employees is crucial. They are the subject 

matter experts and should be able to identify risk. 

Start with interviews and have people describe the 

various processes they use every day. This is also 

an excellent opportunity to show the importance of 

risk management and get buy in from the various 

stakeholders. like compliance, risk management 

requires more than a knack for filling in forms. An 

understanding of how the business works and 

how the various parts interconnect should be the 

foundation of any risk assessment program. Senior 

management often has conflicting priorities but it is 

important to let them know what the residual risk – 

after implementation of controls – is so they don’t 

navigate blind. That’s the whole point of ERm. They 

should therefore always be kept in the loop.

hurrell: input from employees and senior 

management is absolutely essential. in our 

experience, risk managers will generally have a 

good understanding of operational risks but may 

not fully appreciate the strategic or reputational 

consequences of catastrophic operational failures. 

Boards and other senior managers, on the other 

hand, may have a very good understanding of 

strategic risks whilst not being close enough to 

operations to appreciate this type of exposure. This 
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was strongly highlighted in our cass Business School 

research, ‘Roads to Ruin’.

Webster: There are a host of techniques to 

identify risks, including interviews with subject 

matter experts, Delphi technique, use of checklists 

and templates, risk workshops, etc. However, an 

important caution is to not immediately jump into 

identifying risks before first truly understanding 

organisation objectives. Too often organisations 

seemingly seek to identify risks without first 

agreeing on the objectives against which risks 

need to be managed. Regardless of the techniques 

used, it is essential that both senior management 

and employees are engaged in the process. 

organisational goals and objectives should flow 

from the top down in order to ensure that the efforts 

of the organisation are aligned with the intended 

direction. However, the ability to achieve any set of 

objectives is always dependent on the capabilities 

and capacities of the organisation. While senior 

leadership can set direction, this direction needs to 

be consistent with the capacity of the organisation 

to deliver. Employees often have insights into 

gaps in capabilities and capacities that are not 

evident to senior management. moreover, from an 

organisational change management perspective, 

employees are far more likely to support necessary 

changes when they know their voices have been 

included as part of the process.

RC: In any ERm strategy, risks must be 
prioritised for monitoring purposes. In 
what ways can firms prioritise risks for 
monitoring purposes, and how can they 
be ‘measured’?

Webster: Risk monitoring should be prioritised 

based on a combination of: the ranking of the risk, 

which is a function of impact and probability; the 

risk velocity, which is the speed with which an 

impending risk turns into an event; and the ability 

of the organisation to adjust or respond to risks 

moving towards adverse events. For example, there 

is no need to closely monitor the risk of an evolving 

demographic shift to the savings and borrowing 

habits of the population. This shift, which is currently 

underway in the US, presents significant risk to 

financial services organisations, yet it is predictable 

and very slowly evolving. on the other hand, the 

Fukushima Daiichi nuclear plant experienced a 

2011 disaster from a tsunami, in which risks turned 

into adverse events in a very short time. Seismic 

monitoring allowed the evacuation of personnel to 

higher ground and saved countless lives. However, 

this same monitoring was ineffective for protecting 

backup power systems at the nuclear plant. 

Frequency of monitoring must thus be matched to 

risk velocity and the ability to respond to an adverse 

event.
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hurrell: prioritisation will most frequently be 

based on materiality from a financial point of view. 

However, this approach often results in a failure 

to evaluate the reputational fallout from certain 

events. So we would recommend that organisations 

prioritise using both sets of criteria and in 

particular to focus upon – and to be realistic about 

– the reputational consequences of the failure of 

respective risks.

Wilgenhof: prioritising risk depends on 

the company’s industry and risk appetite. 

if you are a financial institution that deals 

with large clients, your risk prioritisation 

is probably different from a company 

selling shoes or running a restaurant chain. 

Defining risk appetite should be done 

at board level and be part of an overall 

company mission statement. i would 

first try to map out all risks, no matter 

how small, after which those risks can be cross 

referenced with the mission statement. Some risks 

are not relevant and can be prioritised right away. 

others will have to be kept in control. The largest 

known risks should have the highest priority. most 

risks are measured in chance of occurrence, impact 

and monetary loss but sometimes there are large 

risks that cannot be quantified but should still be 

named. i don’t think any risk officer calculated the 

risk that an earthquake would cause a tsunami that 

would wipe out the cooling system of the Fukushima 

reactors. These ‘what-if’ scenarios should still be 

part of the plan somewhere, although they are often 

overlooked or ignored.

RC: how should firms weigh the 
perceived impact of a particular risk with 
the probability that it will actually occur?

Wilgenhof: As the financial crisis has shown, it is 

extremely difficult to assess future events. Another 

example of the failure of a statistical approach of 

risk is the Fukushima nuclear disaster. The chance 

that there would be a series of disasters resulting 

in the second largest nuclear disaster in history 

was very small but it happened nonetheless. of 

course, there should be a prioritisation of risk 

factors as it is impossible to prepare for every risk. 

However, it is dangerous to leave risk management 

to mathematical formulas. Even if there is a small 

John Hurrell,
Airmic

“Prioritisation will most frequently be 
based on materiality from a financial 
point of view. However, this approach 
often results in a failure to evaluate the 
reputational fallout from certain events. ”
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chance that something occurs, it never hurts to be 

prepared. more often than not, the impact of a risk is 

larger than it should be because nobody bothered to 

prepare for it. An often overlooked factor is company 

culture. in Asian countries it is often not done to 

improvise. That makes it necessary to have scenarios 

for everything. Another often overlooked factor is 

reporting lines. Who should report to whom and 

who should be informed? confusion often leads to 

unnecessary increase in risk.

hurrell: We would recommend that firms 

focus on the financial impact, taking fully 

into account reputational consequences 

rather than to spend too much time 

analysing probabilities. it is possible to 

make all the right risk decisions having only 

three categories of probability for those 

risks which pass the materiality criteria. 

These are: risks that are highly likely to 

eventuate in the current financial period 

which have to be managed; risks that are 

so improbable after careful analysis that they can 

be safely ignored; and then everything else. it is 

the ‘everything else’ category where the majority 

of management time should be expended, and the 

focus should be around managing categories of 

consequence rather than identifying every possible 

trigger.

Webster: This is the subject of ongoing debate. 

However, two points must be made. First, the 

significance of a risk to an organisation is not simply 

the impact multiplied by the probability, in terms of 

dollars. This suggests that an impact of 100 percent 

of the value of the business having a 0.1 percent 

chance of occurring in any given month is equal in 

importance to the impact of 0.1 percent value of 

the business occurring every month with almost 

certitude. The latter becomes essentially a cost of 

doing business that is easily accommodated, while 

the former suggests a 50/50 chance of experiencing 

a catastrophic blow to the business within six years. 

These are clearly not equivalent risks. The second 

point is to always remember that impact and 

probability are rarely known for certain. These are in 

reality point estimates that reflect distributions. There 

are no easy answers to this question, but those 

seeking to manage risks should avoid assuming 

Dr Doug Webster,
AFERM

“There are no easy answers to this 
question, but those seeking to manage 
risks should avoid assuming more 
knowledge in evaluating and ranking 
risks than they actually have.”
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more knowledge in evaluating and ranking risks than 

they actually have.

RC: In your opinion, what primary 
considerations should firms make when 
implementing an ERm strategy? What 
aspects define an effective ERm program?

hurrell: companies need to ask a number of 

questions about ERm. Does it add value at the front 

end of the business, particularly in relationships with 

key stakeholders? Does it help to inform strategic 

decisions? Does it engage management and staff 

throughout the organisation? is it sustainable? 

Webster: Too often enterprise level risk 

management is little more than an aggregation of 

risks within functional or program silos, sometimes 

with the addition of an enterprise level ranking 

and monitoring of risks. This is not, in my view, 

meaningful ERm. ERm drives a consistent and 

integrated approach to risk management across 

the enterprise that truly provides a strategically 

aligned, portfolio view of risk aimed at maximising 

organisational stakeholder value. This requires 

a chief risk officer or similar function that 

promulgates consistent risk management policy 

across the organisation, works with the board and 

executive team to develop a well-understood and 

communicated risk appetite, and facilitates the 

cross-functional dialogue necessary across business 

units and functions to balance resources and risks 

in a manner that optimises enterprise-level Roi in 

pursuit of stakeholder value.

Wilgenhof: The first consideration should be the 

scope of the risk assessment. How much money do 

you want to spend and what is your expected result? 

consultants and vendors are more than willing to 

sell you their solutions but do you really need that? 

companies should pre-define their risk appetite 

bandwidth and make sure that all residual risks fit 

in there. An effective ERm program minimises the 

chance that a known risk has critical impact on the 

company. map the known risks and keep in mind 

that there may be risks due to interconnection. 

RC: When rolling out ERm, how 
important is it for the board to articulate 
this strategy to the firm, and link it to 
business objectives?

Webster: There are no risks without objectives. 

Seeking to identify risks, much less manage those 

risks, without identifying ‘risks to what’ is an exercise 

in futility. However, even if the board understands 

this linkage, the board is not in a position to manage 

risks to business objectives. it is thus critical for the 

board to communicate the role of ERm in managing 

risks to objectives, as only the management of the 

firm is in a position to translate goals into actions. 

meaningful implementation of ERm is typically as 
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much a cultural change as it is a change in process. 

For this reason, tone-at-the-top is critical for 

sending the necessary messaging to the firm of the 

importance of ERm. This must be a joint board-cEo 

initiative, and ripple down through the executive 

team to all levels of the organisation. Along the 

way, it is essential that performance incentives are 

aligned with achieving business objectives and 

generating firm value.

hurrell: This process is absolutely critical – 

establishing a risk culture is essential and needs to 

be led by the board and probably the cEo. The risk 

function can help to maintain a focus on critical risk 

issues throughout the organisation 

and act as an essential conduit 

between the board and operations. 

But the board has to drive this 

strategy.

Wilgenhof: Without making the 

ERm strategy part of the business, 

it’s like having a fast car without 

windows and proper brakes. 

larger risks should make for larger 

returns but without knowing the 

risks those returns may never 

come. Realise that every risk may 

also be an opportunity to improve 

processes, control cost and 

increase revenue. ERm should be 

part of the business which means 

that the ERm strategy should not just be there to 

show what the risks are but also how they can be 

avoided or controlled.

RC: Do you expect more businesses 
to embrace ERm as a risk management 
strategy going forward?

Wilgenhof: Regulators are increasingly expecting 

companies to control risk. There may be a legal 

obligation to the shareholders but liability doesn’t 

end there. Even small companies can have a big 

impact when things go wrong. Globalisation has 
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multiplied the risk factors that companies are 

exposed to and without a proper ERm program, 

you’re not just flying blind but may be accused of 

wilful blindness. All too often a company ventures 

out in a new market expecting that nothing will 

change. However, legislation with international 

reach like the FcpA and the UK Bribery Act, as 

well as public opinion on international labour and 

environmental impact, all form part of the risk 

landscape. A known risk is a controllable risk; an 

unknown risk can kill you.

hurrell: i expect to see more companies 

embracing a risk management strategy, but possibly 

not using the term ‘ERm’. perhaps a more effective 

use of the acronym would be ‘Entrepreneurial Risk 

management’. The future of ERm is to drive beyond 

compliance, towards placing risk at the heart of 

strategy.

Webster: The adoption of ERm principles has 

been growing steadily for the past 15 years, and i 

see no reason for this trend to stop, or even slow. 

For example, there was no position in the entire 

US federal government titled ‘chief risk officer’ 

just a few years ago. Today, that title is becoming 

increasingly common. Several federal agencies have 

embarked on formal ERm implementation programs. 

While too many organisations are unfortunately 

simply jumping on the ERm bandwagon by 

employing traditional risk management techniques 

and calling it ERm, meaningful ERm is being adopted 

more and more by organisations in all sectors.  RC&
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PERSPECTIVES

ENTERPRISE 
RISK MANAGEMENT – 
THE ULTIMATE 
RUBIK’S CUBE 
By BONITa Z. DORlaND
 > WomEn coRpoRATE DiREcToRS

Enterprise Risk management (ERm) is the 

ultimate solution. once we get this right, 

we can sleep at night because we are 

completely prepared. Whether it is evaluating an 

acquisition, fund investment, new business, or the 

existing business, we have all the pieces necessary 

to navigate for continual success. After all, is not 

ERm the means to identify the sustainability and 

dependability of revenue and components that 

impact cash flow? oK, maybe not, because risk is for 

prevention, or then maybe to satisfy stakeholders, or 

the mantle needed to demonstrate compliance with 

prescribed rules and mandated policies. of course, 

we can utilise coSo, iSo 31000, guidelines from the 

nySE and SEc, etc.

As a trained risk practitioner and reader 

of thousands of ERm articles and numerous 

methodologies, an ultimate solution gets my mind 

spinning as there are so many footprints none can 

be seen. This brings us to the cube – The Rubik’s 
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cube. Referencing Wikipedia permutation approach, 

suffice it to communicate there are 43 quintillion 

possibilities for the Rubik’s cube. This is fine for 

engineering or challenging your intellect, but we are 

in business. We want useful and effective ERm – so 

how to untangle?

The key to the puzzle is to utilise a methodology 

that is founded in common sense. We have all 

worked with professionals who ‘get it’. They have 

a grasp of what is important and how to apply 

information. Thus, the business mind is the lead. 

Regulatory, legal, reporting and other mandated 

requirements need to be included. We refer to these 

as the ‘prescribed requirements’. it is also important 

to recognise that many of these prescribed 

requirements contribute to sound business 

decisions and ERm.

So, below is the formula to solve the Rubik’s cube 

of ERm.

Step One. Determine the components of the 

business that sustain it and contribute to its 

growth. Do the same for intangible aspects of the 

business that make it attractive, such as 

geographic expansion, branding, reduce 

competition, etc. These are the core 

for business ‘value’. Surface the key 

risk that can impair the value. This 

is a high level exercise to be led 

by executives and subject matter 

experts as it will guide the ERm 

methodology. This is referred 

to as the ‘core business 

standards’.

Step Two. prescribed 

requirements should be 

collected and organised 

by topic. Each topic is 

incrementally broken 

down to the lowest 

level, which is typically 

the way prescribed 
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requirements are systematised by the governing 

body or professional association. Every incremental 

level should have a tag which identifies its origins, 

for example, SEc, insurance regulation, GAAp, etc. 

of course, consistency of topic and labelling tag is 

critical. creating a reference dictionary is advisable.

With this as a complete digest, the core business 

standards from Step one, which should 

carry the identifying tag of ‘business’, 

are integrated. consolidate all and you 

will be amazed how the number of 

Rubik’s cube permutations is reduced 

as there is significant redundancy. Upon 

conclusion of Step one and Two, there 

are roadmaps for high level as well as 

granular elements.

Step Three. create and build out the 

architecture for an ERm. ERm should be 

built upon the core business standards 

as the rest is to support the business or meet 

requirements established by others. choosing the 

architecture for the build is also daunting as there 

are many methodologies reflecting the differences 

in business types and complexity. We have found 

that by adapting the FDic model risk governance 

framework, all the key elements and considerations 

are identified. its value is the methodology which is 

easy to follow and it provides the key considerations 

and questions. it is a systematic and pragmatic 

approach. There is an FDic article in ‘Supervisory 

insights 2005’ that provides a useful guide. of 

course, it is easy to conclude this is outdated, which 

is why it is so useful. it is thoughtful and precedes 

the intricacies that new methodologies expound. The 

architecture is only as good as its usefulness and by 

focusing on what senior and executive management 

need is the most effective ERm architecture.

This architecture can be expanded and contracted 

allowing for the filtering of information to the 

appropriate level. For example, there is high level 

consolidated information for the c-Suite and board 

and detailed reports for various business functions; 

for example, producing compliance reports, 

analysing the profitability of a product, etc. Also, with 

a bit of tweaking, this can serve as the basis for due 

diligence.

This ERm approach is enhanced by reporting 

formats and predictors. it is essential to have 

uniform, consistent and application appropriate 

reports. The goal is to have meaningful and useful 

“The architecture is only as good as its 
usefulness and by focusing on what senior 
and executive management need is the most 
effective ERM architecture.”
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receipt and delivery of information focused on the 

purpose. This provides producers and recipients with 

knowledge, confidence and accountability. While 

each report will vary in depth, content and purpose, 

there are a number of elements that should be 

embedded in reports. Some basics are: purpose, list 

of recipients, list of contributors, name and signature 

of quality review officer, frequency of report, key 

influences, (such as data timeliness; theory biases) 

key observations approved by quality review officer, 

highlight any changes made to material underlying 

substance of the report. To have report consistency 

with information and presentation is essential.

Reports speak to history and it is important 

to identify emerging trends and risk predictors. 

Separate and distinct from all methodologies, a 

business should put together its ERm predictors. 

Some examples may be tacking sales against norms 

or a trained professional noticing something that 

may appear unusual. These early warning systems 

are both on a high level macro basis and granular 

level. 

ERm is essentially connecting silos, so information 

flows meaningfully and selectively, providing 

decision makers at all levels with the tools needed 

to run the business. The RmA of new york has a tag 

‘managing Risk for Enterprise Success’, which should 

be the purpose of the risk function.

The Rubik’s cube is an assembly of alternatives. 

ERm is an assembly of alternatives. Random actions 

will not successfully solve 43 quintillion possibilities. 

The solution to solving the ERm puzzle is to 

determine and stick to a methodology founded in 

core business standards.  RC&

Bonita Z. Dorland

Advisory Board and member 

Women corporate Directors

T: +1 212 628 6067

E: bonny.dorland@gmail.com
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THE UPFRONT COSTS 
OF COMPLIANCE ARE 
LOOKING MORE LIKE 
A BARGAIN EVERY DAY
By JIm CONVERSaNO
 > BERKElEy RESEARcH GRoUp

it seems with each passing year we see record-

setting regulatory fines. of course, some are 

more memorable than others. most of us still 

recall the widespread media attention, beginning 

in late 2008, that was focused on Siemens when 

it was charged with violating the Foreign corrupt 

practices Act (FcpA) and agreed to pay a record 

$1bn in fines and disgorgement to resolve the 

charges with the US Department of Justice, US 

Securities and Exchange commission, European 

commission and office of the prosecutor General 

in munich. At that time, the $450m criminal fine 

levied by the US was many times greater than the 

previous record fine in FcpA enforcement, which 

was $44.1m paid by Baker Hughes, inc. in April 2007. 

in addition to the $1.6bn in fines and disgorgement 

paid by Siemens, it also incurred over $850m in costs 

related to an independent investigation conducted 

by 100 attorneys and 130 forensic accountants. 

The investigative work took place in 34 countries, 



www.riskandcompliancemagazine.com	 risk & COMPLiANCE		Oct-Dec 2013	 35

PERSPECTIVES

included more than 1750 interviews and 800 

informational meetings and involved the collection 

and preservation of over 100 million documents. As 

a result, Siemens’ direct, ‘out of pocket’ costs related 

to its FcpA violations totalled nearly $2.5bn. no 

doubt, it’s always difficult to unscramble an egg once 

it has been broken. 

more recently, we learned that various regulators 

have entered into a number of significant 

settlements related to the alleged manipulation of 

the london interbank offered Rate (liBoR). last 

December, UBS Securities Japan co. ltd, a wholly-

owned subsidiary of UBS AG (UBS), agreed to 

plead guilty to felony wire fraud and admit its role 

in manipulating liBoR. As a result, UBS agreed to 

pay $1.5bn in penalties and disgorgement, which 

currently stands as the highest settlement related to 

a liBoR manipulation case to date. According to a 

US Department of Justice press release, the $1.5bn 

settlement consisted of $500m in penalties to the 

US Department of Justice, $700m in penalties and 

disgorgement to the US commodity Futures Trading 

commission, $259.2m in penalties and disgorgement 

to the UK Financial Services Authority and $64.3m in 

penalties and disgorgement to the Swiss Financial 

markets Authority. 

After UBS, additional liBoR-related settlements 

soon followed. in February, RBS Securities Japan 

limited, a wholly-owned subsidiary of The Royal 

Bank of Scotland plc (RBS), agreed to plead 

guilty to felony wire fraud and admit its role in 

manipulating the Japanese yen liBoR. RBS agreed 

to pay $612m in regulatory fines and disgorgement, 

consisting of $150m in criminal fines to the US 

Department of Justice, $325m in civil penalties to 

the US commodity Futures Trading commission 

and £87.5m, or $137m in penalties to the Financial 

Services Authority. Then in June, Barclays Bank plc 

(Barclays) agreed to pay $450m to resolve violations 

arising from its submissions for liBoR and the Euro 

interbank offered Rate (EURiBoR), consisting of 

$160m in penalties to the US Department of Justice, 

$200m in penalties to the US commodity Futures 

Trading commission and £59.5m in penalties to 

the Financial Services Authority. To recap, liBoR-

related settlements with UBS, RBS and Barclays have 

toppled $2.5bn. As of the writing of this article, icAp 

plc is reportedly also in the midst of negotiating a 

liBoR-related settlement with regulatory authorities 

in the US and UK.

During the past year, we also learned of a record 

$1.9bn in fines and disgorgement for anti-money 

laundering violations. last December, HSBc Holdings 

plc and HSBc Bank USA n.A. (together, referred 

to as HSBc) agreed to forfeit $1.256bn and enter 

into a deferred prosecution agreement with the US 

Justice Department for HSBc’s violations of the Bank 

Secrecy Act, the international Emergency Economic 

powers Act and the Trading with the Enemy Act. in 

addition to forfeiting $1.256bn as part of its deferred 

prosecution agreement with the US Department 

of Justice, HSBc has also agreed to pay $500m in 

THE UPFRONT COSTS OF COMPLIANCE ARE LOOKING...
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civil penalties to the office of the comptroller of 

the currency and $165m to the Federal Reserve for 

its Aml program violations. At the time of the US 

Department of Justice press release announcing the 

settlement, the UK’s Financial Services Authority was 

also pursuing a separate action. 

The liBoR scandal was accompanied in the news 

by another financial and environment disaster. in 

January of this year, we learned that Bp will pay 

a record $4bn to settle criminal charges brought 

by the US Department of Justice arising from 

the Deepwater Horizon drilling rig 

disaster. The April 2010 explosion on 

Deepwater Horizon killed 11 workers 

and produced the worst offshore drilling 

oil spill in US history. At the time of the 

announcement of the $4bn settlement, 

criminal fines and accident and spill-

related expenditures were expected to 

total a staggering $42bn. All of which, of 

course, pales in comparison to the loss 

of human life as a result of the disaster.

Further, there are the lingering ill-effects of the 

financial crisis, which if anything, has certainly kept 

lawyers busy. A recent Bloomberg article indicated 

that the six biggest US banks, led by Jpmorgan 

chase & co. and Bank of America corp., have 

incurred $103bn in legal costs since the financial 

crisis. Jpmorgan and Bank of America represented 

about 75 percent of the total costs, with Jpmorgan 

incurring $21.3bn in legal fees and litigation since 

the start of 2008.

Despite the record-setting amount of fines 

and disgorgement paid in recent years, these 

amounts still only represent a fraction of earnings 

and resources that were available to a number of 

these large, well-capitalised firms. of course, the 

reputational damage to these firms as a result of 

their illegal activities is significant and their actions 

will not easily be forgiven (or even forgotten) by 

stakeholders, local communities and the general 

public. With perfect hindsight, each one of the firms 

noted above would likely have invested greater 

resources in its compliance and internal control 

functions in order to avoid, or at least significantly 

mitigate, problems before they bloomed into full-

blown regulatory and public relations disasters. 

Unfortunately, for many companies it seems that 

it takes a scandal of epic proportions before a 

conclusion is reached that the costs associated with 

“The reputational damage to these firms as a 
result of their illegal activities is significant 
and their actions will not easily be forgiven 
(or even forgotten) by stakeholders, local 
communities and the general public. ”

THE UPFRONT COSTS OF COMPLIANCE ARE LOOKING...
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the implementation of a robust compliance function 

with effective internal controls are not only justified, 

but also a wise allocation of resources given the 

risks.

For companies that are without deep pockets, the 

stakes are much higher. Some firms will inevitably 

find themselves on the brink of bankruptcy due 

to the substantial amount of damages claimed by 

regulatory entities that aggressively seek fines, 

restitution and remediation. more and more 

frequently, company management and counsel are 

forced to assess the company’s ability to pay claims 

that may reach hundreds of millions or billions of 

dollars and are put in the unenviable position of 

determining the amount of payments that could 

be made without jeopardising the viability of the 

organisation going forward. Those familiar with 

the process utilised by most regulators to make 

an assessment of an entity’s ability to pay a large 

fine or restitution, understand that it consists 

of a gruelling and prolonged series of financial 

disclosures, interviews and meetings that require 

full transparency into all financial aspects of the 

organisation (past, present and future). There are 

no quick, painless solutions when settlement 

discussions with regulators are fixated on ability to 

pay.

We tend to see the headlines announcing record 

setting fines so often that we may lose sight of some 

of the harsher realities. only the largest companies 

with the deepest pockets can pay such fines, and 

for every large settlement that a regulator proudly 

announces a press release, there are many more 

companies behind the headlines that are struggling 

to figure out how they will pay damages claims 

asserted by the government that exceed their stated 

book value, market value, earnings and cash flow 

by several times over and still remain a viable entity. 

As we all know, all stakeholders (investors, business 

partners and customers) and local community 

members lose when a company is forced to close 

its doors. in the long run, the benefits gained and 

disasters avoided (or at the very least, mitigated) 

by a well-planned, robust compliance program with 

effective internal controls will always outweigh the 

upfront costs needed to implement such processes 

and controls.  RC&

Jim Conversano

principal

Berkeley Research Group

T: +1 202 480 2716

E: jconversano@brg-expert.com
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THE ROLE 
OF THE 
CHIEF RISK 
OFFICER 
By BIll GIThENS
 > THE RiSK mAnAGEmEnT ASSociATion

The days when risk meant credit risk and the 

chief risk officer was the bank president 

are long gone. Risk has evolved and grown 

along with the complexity of institutions. large 

global banks as well as small institutions need to 

understand how risks are interrelated and how 

a failure in one part of the bank can impact the 

enterprise. it is the role of the chief risk officer to 

oversee a risk organisation that takes an integrated 

approach and an enterprise-wide perspective. yes, 

regulators require this approach, but institutions 

require it, too, because it drives shareholder value.

in building an enterprise risk management 

framework, the cRo, along with the board and senior 

management, must develop a risk culture that is 

communicated and understood throughout the 

organisation. The cRo leads the effort to develop 

a risk appetite for the organisation (how much risk 

are we willing to take?) and make sure that the 

organisation stays within the bounds of the risk 

appetite, in good times and bad.

The Risk management Association, in its 

Governance and policies Workbook, defines the role 

of the cRo as that of a senior executive who reports 

to the risk committee of the board or to the bank 

cEo or both.
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Responsibilities of the CRO
The cRo serves as a key member of the financial 

institution’s executive management team and 

is responsible for the design, communication, 

implementation and oversight of its enterprise-wide 

risk management policy, program and framework. 

Specifically, those responsibilities include: serving 

as chairperson for management’s risk committee; 

ensuring that an enterprise-wide risk management 

(ERm) framework is in place that follows industry 

best practices in the identification, assessment and 

mitigation of risk; assisting the board and senior 

management in communicating that framework 

within the organisation, including the goals and 

objectives of the ERm program; and assisting the 

board and senior management in integrating risk 

management practices into strategic planning, bank 

operations and in change management.

Further, the cRo is responsible for assisting 

the board and senior management in developing 

a process and structure for defining and 

communicating risk appetite in the pursuit of 

fulfilling the strategic objectives; assisting the board 

and senior management in the development of 

appropriate risk management policies; ensuring 

that management has developed suitable risk 

classifications; assisting management as needed 

in the development and updating of enterprise risk 

assessments; and assisting senior management in 

ensuring that suitable risk mitigation controls are 

in place for all key risks and that risk monitoring 

systems are developed and maintained.

in addition, cRos are responsible for developing a 

reporting framework that allows for the aggregation 

of enterprise-wide risk profiles and assessment 

information, and presentation to the board and risk 

management committee for review and action as 

needed; ensuring that management systems are 

in place to oversee compliance with all policies 

and applicable laws and regulations, as well as 

a process for responding to policy exceptions 

and violations; ensuring integration between the 

ERm framework and the internal audit program; 

conducting management training as needed on 

THE ROLE OF THE CHIEF RISK OFFICER
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risk management practices and procedures; and 

serving as subject matter expert to the board and 

senior management in the risk aspects of strategic 

planning, risk alignment, capital management, 

resource planning, new projects and services, risk 

reporting and regulatory compliance.

optional additional responsibilities include acting 

as a representative to the board risk committee (if 

one exists); supervising other oversight roles, such 

as the chief compliance officer, chief information 

security officer, and so on; and overseeing assurance 

of Sarbanes-oxley compliance and validation.

Job requirements
As a key member of the executive management 

team, the cRo is expected to be a seasoned industry 

professional with significant industry experience and 

strong management abilities. Specific requirements 

include at least 15 years management experience 

in the financial services industry with emphasis 

in strategy, finance, operations, risk management 

and regulatory compliance; and specific industry 

experience in the case of a mono-line company, e.g., 

mortgage, insurance and so on.

At least five years experience leading a risk 

management function is necessary, along with 

a familiarity with bank laws and regulations, and 

a Bachelor’s degree – although a mS or mBA is 

preferred. cRos should have a sound understanding 

of enterprise risk management, including risk 

assessments, reporting, alignment and the major 

risk frameworks, and understanding of all risk types, 

including: credit, market, operational, compliance, 

liquidity, interest rate and reputational risk.

To function effectively as a chief risk officer, 

individuals must be able to analyse and interpret 

large amounts of data. The cRo needs experience 

interfacing with bank regulators in a liaison role. 

Exceptional communication skills, both written and 

verbal, are key as the cRo plays a highly influential 

role within all levels of the organisation.

With the complexity of risks facing the industry 

today, institutions of all sizes must remain vigilant 

about the risk in individual portfolios and how those 

risks correlate across the enterprise. We recognise 

that the industry has made significant strides in 

implementing enterprise risk management, but 

we all know too well that our work will never be 

finished.  RC&

Bill Githens

president and cEo

The Risk management Association

T: +1 215 446 4124

E: bgithens@rmahq.org
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RISK MANAGEMENT 
AND SLOW THINKING
By DR hERSh ShEfRIN
 > SAnTA clARA UniVERSiTy

Some of the most important risks that need to 

be managed are the psychological pitfalls that 

characterise our thinking. Daniel Kahneman, 

psychologist and nobel laureate in economics, 

tells us in his recent best seller that all people 

engage in two types of thinking: thinking fast, when 

they spontaneously and automatically search for 

intuitive solutions, and thinking slow, when they 

engage in more deliberate, effortful, conscious 

analysis. Although there are situations where one 

type of thinking is better than the other, Kahneman 

urges us to remember that neither type of thinking 

guarantees perfect decisions, especially when risk is 

involved.

corporate managers make decisions just like 

everyone else, by sometimes thinking fast and 

sometimes thinking slow. And this goes for business 

decisions, not just personal decision, which prompts 

the question: What do managers need to know 

about their reliance on both types of thinking? The 

RISK MANAGEMENT AND SLOW THINKING
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short answer is that managers need to know how 

to balance the two, and to recognise the relative 

strengths and weaknesses of each. it is easy to 

get the balance wrong. Specifically, it is easy to err 

by placing excessive reliance on intuition instead 

of careful analysis when it comes to tasks such as 

planning, budgeting, and making acquisitions. A 

particularly important behaviour pattern that results 

from such an imbalance is known as ‘the planning 

fallacy’.

There is risk involved in project completion 

times. managers who commit the planning fallacy 

are consistently and negatively surprised by how 

long projects take to complete, how much over 

budget the projects tend to be, the degree to which 

finished projects feature fewer features than initially 

anticipated, and the amount by which acquisitions 

turn out to be less valuable than originally estimated. 

The planning fallacy is more than bad luck. it’s 

about the failure to learn from experience, so that 

negative surprises keep arriving more frequently 

than managers anticipated. The planning fallacy 

is common, and in some cases has proven to be 

extremely expensive, if not deadly.
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Kahneman describes how he and his late 

colleague Amos Tversky experienced the planning 

fallacy first hand when, as young academics, they 

were working on the development of a new high 

school curriculum for teaching decision making 

skills. Amazingly, the group was far too optimistic 

and overconfident at the outset about how long it 

would take them to complete their task, despite the 

fact that one member of the group was a curriculum 

expert. Had the expert used some slow thinking to 

draw on his own knowledge about past success 

rates, he could have guided the group to set realistic 

expectations. However, the expert instead relied 

on his intuition, with the consequence that his 

excessive optimism led his group to set unrealistic 

expectations for the completion of their task. 

psychologists identify three major psychological 

pitfalls to which people are vulnerable: biases, 

heuristics and framing effects. Excessive optimism 

and overconfidence are examples of biases which 

are especially relevant when it comes to the 

planning fallacy. one of the most vivid and recent 

instances of the planning fallacy involves Boeing’s 

new aircraft, the 787 Dreamliner. in line with 

excessive optimism and overconfidence, the 787 

came to market in 2011, four years late, well over 

budget, and with battery problems so severe that in 

early 2013 the US and Japan grounded the planes for 

several months after a series of fires and emergency 

landings. 

Software projects are well known to be routinely 

over budget, completed late and failing to have all 

the features that were anticipated at the outset. 

large software projects are especially prone to these 

problems. A case in point, and one currently in the 

news, involves the web portal for the new online 

insurance marketplace in the US. Since the project 

roll out at the beginning of october, a system with a 

price tag of more than $400m, which was promoted 

as a one-stop shop for citizens in search of health 

insurance, has stymied the efforts of millions of 

Americans just to log on.

A heuristic is a simplifying rule of thumb. When 

people use mental shortcuts to make decisions, 

such as relying on information that is easily recalled, 

or basing a judgment on a stereotype, or trusting 

their gut instinct, they are using heuristics. Some 

managers explicitly acknowledge reliance on gut 

instinct instead of textbook techniques. michael 

lehman, the former cFo of Sun microsystems, is a 

case in point. intuition did not do Sun much good, as 

the company lost value for a decade and was finally 

acquired by oracle in 2010.

Framing effects concern the way people describe 

the decision tasks they face. How people frame a 

decision can affect what they choose to do. people 

who remind themselves ‘not to cry over spilled milk’ 

are more likely to ignore sunk costs than people who 

describe their decisions in ways that make the sunk 

costs salient. Such framing is important because 

when people see themselves as facing the possibility 
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of accepting a sure loss, they become prone to 

taking unwise risks in an effort to avoid that loss. 

This is especially important because the planning 

fallacy leads companies to go over budget and find 

themselves in the domain of losses. Examples are 

Bp’s fiasco in the Gulf of mexico during the summer 

of 2010, and the US government’s much publicised 

and ill fated decision to provide loan guarantees to 

solar firm Solyndra. in both cases, executives took 

value destructive risky decisions when reality began 

to diverge from their rosy expectations.

How can managers reduce their organisations’ 

vulnerability to psychological pitfalls such as the 

planning fallacy? The answer is to bake techniques 

into their corporate processes and culture. Doing 

something to combat the planning fallacy requires a 

cultural shift from what psychologists call ‘the inside 

view’ to ‘the outside view’. The inside view is what 

detail oriented managers tend to do well: looking at 

the specifics of projects being evaluated at the time 

resources are being allocated. The outside view is 

engaging in peer comparison, by asking how long 

others, peers, tend to take to accomplish similar 

tasks. Taking the outside view involves placing 

oneself in the position of an outsider who is being 

asked to make the same forecasts as the insiders, 

but using peer comparison data, rather than project 

specific data. making the change from taking the 

inside view to the outside view requires some 

serious slow thinking. 

There’s a classic story from the 1980s about intel 

president Andy Grove and cEo moore’s law legend 

Gordon moore being conflicted about how to deal 

with the decline in their major business – memory 

chips. Their company faced a fork in the road, with 

one path leading them to continue competing 

in memory chips against lower cost producers 

and the other path leading to the substitution of 

microprocessors for memory chips. in the course 

of feeling conflicted, Grove asked moore what path 

he thought the company would take if the board 

replaced the two of them. Because the answer 

to the question seemed obvious, as staying in 

the memory business was a very bad risk, Grove 

suggested that they symbolically fire themselves and 

behave accordingly. in other words, Andy Grove had 

the imagination to get himself and Gordon moore to 

take the outside view; and it dramatically affected 

intel’s decision to move into microprocessors, an 

industry that they came to dominate. managers 

might do well to remember the lesson that symbolic 

firings can prevent actual firings.  RC&

Dr hersh Shefrin 

professor of Finance
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INTEGRATED REPORTING
By JOhN COlVIN
 > AUSTRAliAn inSTiTUTE oF compAny DiREcToRS

corporate directors around the world have 

become increasingly aware of the need 

to provide a holistic view of a business 

enterprise, incorporating financial as well as 

environmental, social and governance frameworks, 

in order for key stakeholders to make economic 

decisions. 

Globally, much work has been done to align 

international accounting standards, which form the 

basis of reporting annual financial statements; at 

present that task is incomplete. There has also been 

an increased focus on developing a framework for 

integrated reporting, with the international integrated 

Reporting council (iiRc) driving forward this body of 

work. The iiRc’s goal is to create a framework that 

brings together the varying reporting requirements in 

a “clear, concise, consistent and comparable format”, 

which will “support transition to a more sustainable 

global economy”, according to the iiRc’s mission 

statement. 
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The iiRc’s consultation Draft on the international 

integrated Reporting framework defines an 

integrated report as “a concise communication 

about how an organisation’s strategy, governance, 

performance and prospects, in the context of its 

external environment, lead to the creation of value 

over the short, medium and long term”.

There are numerous participants in this movement, 

which includes the Sustainability Accounting 

Standards Board (SASB), which is 

currently developing sustainability 

accounting standards for use by publicly 

listed entities in the United States for 

disclosing their material sustainability 

issues in their SEc Forms 10-K and 

20-F. other participants include the 

World intellectual capital initiative 

(Wici), a global movement to encourage 

sustainability reporting, and the Global 

Reporting initiative (GRi), which has 

produced the leading framework for 

sustainability metrics. GRi released its revised G4 

guidelines in may 2013.

All of these participants have added value to the 

dialogue; however the global realities of applying this 

vision may limit its success.

The ultimate purpose of any form of corporate 

disclosure is to provide material information to 

the market and stakeholders. There is no point in 

devising an elaborate structure of disclosure if no 

one is listening. consequently, we need to be certain 

that there is genuine investor demand for what is 

disclosed – that it adds value to their investment 

process and is not just ‘nice to know’. 

The Global network of Director institutes (GnDi) 

is just one group arguing that there should be 

improvements in the way organisations report to 

their shareholders and other stakeholders, including 

in ways guided by the international integrated 

Reporting Framework; however, any changes to the 

way organisations report should reduce the overall 

reporting burden on organisations.

The GnDi’s members are the Australian institute 

of company Directors (AicD), the Brazilian institute 

of corporate Governance (iBGc), the European 

confederation of Directors Associations (ecoDa), the 

institute of corporate Directors (icD) in canada, the 

institute of Directors in new Zealand (ioDnZ), the 

institute of Directors in Southern Africa (ioDSA), the 

institute of Directors (ioD) in the UK, the malaysian 

“We need to be certain that there is genuine 
investor demand for what is disclosed – that 
it adds value to their investment process and 
is not just ‘nice to know’.”
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Alliance of corporate Directors (mAcD); and the 

national Association of corporate Directors (nAcD) 

in the United States. 

The GnDi believe that corporate reporting should 

result in concise, simple and focused reports that 

identify the material business risks and opportunities 

that an entity faces, how that entity manages those 

risks and opportunities and how they determine their 

success in managing those risks and opportunities.

However, they have significant concerns that 

should integrated reporting be mandated, it is likely 

to result in overly prescriptive, compliance driven 

corporate reporting. By mandating integrated 

reporting we will continue the failings of the current 

corporate reporting frameworks, for example 

boilerplate disclosures and vanilla statements.

The GnDi has specific concerns with integrated 

reporting mandates (as outlined by the iiRc 

consultation draft) which include: (i) the potential 

to significantly increase the cost of compliance 

for entities, as well as increasing the volume of 

reporting; (ii) the need to ensure that there is 

genuine investor demand for the disclosures in an 

integrated report; and (iii) the potential increase in 

directors’ liability for the disclosures in an integrated 

report and the lack of an internationally harmonised 

safe harbour for forward looking statements.

Before any integrated reporting framework can be 

agreed to, the iiRc must identify the types of entities 

that would apply an integrated reporting framework 

and ensure global consistency.

INTEGRATED REPORTING
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They must also provide guidance on how the 

integrated reporting framework would fit within 

individual countries’ corporate governance 

framework, tax and corporate laws and determine 

the cost, benefits and implementation implications 

for entities and their shareholders.

The GnDi is supportive of entities and their 

boards effectively communicating those issues of 

significance to their shareholders in their corporate 

reporting. 

These factors must be addressed and 

encompassed within a principles-based, non-

regulatory, ‘if not, why not’ framework that 

recognises the diversity of business, encourages 

innovation and promotes entrepreneurial activity.  
RC&

John Colvin 

chair

Global network of Director institutes
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HOW TO MINIMISE 
THE RISK OF 
INSIDER TRADING 
AND LEAKING OF 
MATERIAL INFORMATION
By BRIaN VahEY aND DaVID maRTIN
 > BERKElEy RESEARcH GRoUp

one only has to look at the recent regulatory 

enforcement environment to gauge just 

how significant regulators, especially the 

US Securities and Exchange commission (SEc), view 

insider trading and misuse of material information. 

According to the SEc’s 12 August 2013 Spotlight, 

the SEc’s enforcement section brought 58 insider 

trading actions in 2012 against 131 individuals and 

entities. if one was to examine the SEc enforcement 

actions over the last three years, then one would 

find that the SEc has brought more insider trading 

enforcement actions (168 total) than at any other 

time in the SEc’s history. Why? These actions were 

filed against over 400 individuals and entities to the 

sum of $600m in illicit profits and losses avoided.

many of those caught within the SEc’s crosshairs 

come from positions that one would naturally 

expect; financial professionals and senior corporate 

executives who are likely to have insider information 

at first hand. However, more and more of those 
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violating insider trading rules are people one 

might not ordinarily suspect. Recent violators 

include lawyers, accountants, doctors, corporate 

board members, public relations professionals, 

professional athletes, movie producers, former 

government regulators, consulting experts and line 

workers. no doubt, the advent of new technologies 

has made it easier for the average person to trade 

on the financial markets. Additionally, the ability to 

conduct illicit trading via this technology is easier 

and, when executing a scheme through a third-party 

such as a friend, parent and or sibling, it becomes 

much more difficult to detect. 

However, there are reasonable and significant 

controls that management can implement and test 

to make sure that their compliance infrastructure 

is one that can detect and help prevent instances 

of insider trading and the leaking of material inside 

information.

For management to be effective in addressing 

this type of risk, first and foremost, they must 

create a documented process that identifies the 

who, what, how, when and why of the risk factors 

for the company. Establishing control procedures 

establishes a framework for all stakeholders. Good 

practices dictate that that the compliance framework 

includes: (i) process for defining and identifying key 

data; (ii) a system with checks and balances, (iii) 

training; (iv) effective self-auditing; and (v) a method 

to effectively measure the risk of each employee. 

in contemplating the design of the compliance 

structure, it behoves management to adopt a 

macroscopic view of the organisation to determine 

current key intellectual or tangible capital. 

PERSPECTIVES
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management will need to address key questions, 

such as “Are the guidelines based on quantifiable 

measures or definitions of materiality?” Furthermore, 

for the system to be deemed effective it should be 

designed and incorporated as a continual filter for 

the organisation to ensure that all future key data or 

capital is flagged for monitoring.

once the significant intellectual or tangible 

capital has been identified, it should 

be treated just as one would cash or 

valuables. A well tested and recognised 

methodology that may prove to be 

effective is the implementation of The 

committee of Sponsoring organizations 

of the Treadway commission 

(coSo) internal control – integrated 

Framework. The framework allows for 

the interrelatedness of risk across the 

organisation with a focus on operations, 

reporting and compliance and different 

levels of the organisation such as entity, division 

and operating unit, as well as governance activities 

that impact the organisation such as control 

environment, risk assessment and information and 

communication.

The implementation of such a system will provide 

management with the necessary ‘checks and 

balances’ needed to be in place to allow for sound 

decision making. Essential to ensuring that the 

control framework continues to operate effectively, 

it is imperative to have competent and recurring 

training of employees across the enterprise. 

lastly, management will need to address the 

implementation of an internal control effectiveness 

monitoring and audit program. This audit program 

can either be manual or supplemented with 

automated quantitative processes that will serve 

to verify the integrity of the process, namely, that it 

exists, it is utilised and it identifies potential risks.

once the key tangible assets of the organisation 

have been identified, a risk measurement system 

for each employee must be put in place. it should 

consist of more than a typical static background 

check and include dynamic elements such as 

workplace situational elements and ongoing 

personal data. As seen in recent events, the highest 

insider risk may not be from those at the forefront. 

An effective way to view personnel risks is to 

gauge them in a framework that encapsulates the 

multi-dimensional aspect. For example, one could 

“Once the key tangible assets of the 
organisation have been identified, a risk 
measurement system for each employee must 
be put in place.”

HOW TO MINIMISE THE RISK OF INSIDER TRADING...
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rate a person high to low across three elements: 

access to information, ability to utilise and ability to 

detect. Then one would add those factors to gain 

a total risk score for the employee. For example, 

in such a framework, an administration assistant 

might garner as high a risk factor as an analyst. A 

multidimensional approach could be the following: 

(i) position/access score – both high; (ii) utilisation 

score – high / low (analyst/administration assistant); 

(iii) detectability score – low / high (administration 

assistant/analyst).

Quantifying risk from all perspectives will allow 

for better allocation of monitoring resources. This 

risk score can be further enhanced by incorporating 

regular background reviews to incorporate 

perpetually changing personnel stressors such 

as dependencies, familial stress or psychological 

issues. The addition of unique workplace factors can 

also add value such as bonus incentives, trading 

positions, exposure to earnings pressures or even 

geographic proximity. Taken together, management 

can now have risk factors that incorporate all 

aspects of the individual.

combining the aforementioned processes, 

procedures and risk factors will serve to enhance 

personnel security controls. To be effective, 

evaluation must be ongoing, utilising either 

random or regular scheduling, or using evolving 

technology to create automatic reviews. Systems 

can be developed that dynamically measure 

the aforementioned employee risk factors and 

can trigger automatic reviews when a statistical 

threshold is breached. For example, a former low 

risk factor employee may trigger a review when the 

background check system reveals a recent issue 

with dependency and a corresponding drop in credit 

score. 

As technology continues to advance, and the 

ability for employees and interested parties to 

have access to sensitive and critical information 

increases, the need for management to implement 

strong controls is greater than ever. The very same 

technology that one relies upon to conduct the 

malfeasance can be harnessed to prevent and 

detect such behaviour.  RC&
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RISK MANAGEMENT: 
PRACTICAL LESSONS 
FROM PRELIMINARY DUE 
DILIGENCE IN BANK M&A
By alEXaNDRa R. laJOuX aND DENNIS J. ROBERTS
 > nAcD AnD THE mclEAn GRoUp llc

Every business venture involves taking risk in 

the hope of returns. The question is, what kind 

of risk, and what kind of returns? Expectations 

vary. So do standards for balancing the two. This is 

why the fields of accounting, finance, management, 

politics and law all concern themselves with risk 

management. 

This article concerns the specialised area of risk 

management known as ‘due diligence’ as it applies 

to the mergers and acquisitions of commercial 

banks. We will focus on the preliminary due diligence 

conducted in the early stages of acquisition; the 

later phase, confirmatory due diligence, can also be 

instructive but lies outside the scope of this brief 

article. 

our choice of subject may seem narrow but in fact 

it could well have broader application. mergers in 

general (in all industries) form an important part of 

the economy, and bank mergers are a very common 

type of merger. Bank m&A due diligence may offer 

lessons that extend beyond the world of commercial 

banking to a broader realm of acquisitions in other 

industries. 
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Bank m&a: an active sector
in the first half of 2013, the financial sector 

including banks accounted for one in 10 deals and 

dollars that changed hands in m&A. Specifically, 

according to Thompson Reuters, they accounted for 

10 percent of the 16,808 announced deals and 10.1 

percent of $996.8bn in deal value. if present trends 

continue, this year may rival last year for active bank 

m&A. in 2012, financial mergers accounted for 13 

percent of 37,923 announced deals and 8.6 percent 

of their $2.6 trillion value. in that year, more than 

$200bn in value in bank m&A globally – boosted by 

heavy deal volume, and by an average 34.2 percent 

premium paid for targets in these kinds of deals 

– left financials with a number 5 ranking for m&A 

activity out of the 12 main sectors, ranging from the 

most active m&A sector, energy, to the least active, 

retail.

Due diligence standards
Bank m&A typically generates controversy within 

and outside banks due to a variety of risks including 

potential for antitrust challenges by government, 

employee layoffs, employee and customer attrition 

and loss of shareholder value after the merger. 

The greater the number of banks that undergo 

mergers, the more likely the emergence of anecdotal 

evidence of one or more of these risks. over time, 

however, bankers learn from experience, and the 

due diligence conducted before mergers continually 

improves. 

Today, bank acquirers know to look for these and 

certain other certain high-risk elements. 

Appropriate valuation and evaluation of a target 

bank for preliminary deal pricing is of course one 

of the major goals in bank m&A. many traditional 

technical valuation standards – e.g., fair market 

value, fair value and investment value – and 

technical methods – e.g., income, market and asset 

approaches – apply to banks. However, the end goal 

is to consummate a desirable deal at the right price 

based on perceived risk. it is impossible to value 

a bank (ultimately a quantitative measurement) 

without simultaneously evaluating a bank’s 

processes in managing its on and off balance sheet 

activity (a more qualitative and somewhat less 

technical measurement). The question is not only 

what is the value of a target bank but how well does 

the management of the bank maintain it and protect 

it against future risk. These two considerations are 

co-dependent. Hence, to value a bank one must 

know how to assess its risks as well as its approach 

to managing them. This article will focus on the more 

qualitative and less technical aspects of preliminary 

bank valuation and due diligence.

Stress testing
in 2011 stress testing became required for all large 

banks overseen by the Fed, the Federal Deposit 

insurance corporation (FDic), and the office of the 

comptroller of the currency (occ) – the three main 

bank regulators in the United States.

RISK MANAGEMENT: PRACTICAL LESSONS FROM PRELIMINARY...
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Stress testing, fundamentally a ‘what if’ risk 

analysis, is a series of exercises used to assess the 

potential impact of various possible future adverse 

events and scenarios on a banking organisation. 

For example, the stress test used by the Board of 

Governors of the Federal Reserve System (Fed) 

in 2012 ran bank holding companies through a 

hypothetical scenario that assumed equity markets 

plunged by 50 percent, home prices declined 21 

percent and unemployment rose to 13 percent 

from the current 8.3 percent—all events that could 

conceivably occur. Such stress testing makes sense 

as a process to be used by any potential acquirer 

making a bank acquisition. in more recent stress 

tests, the scenario includes an eventual rise in 

interest rates, including an extreme one. The same 

concept of ‘what if’ scenarios can be employed in 

the preliminary evaluation stage of practically any 

target and in almost all industries. 

it is important to note that stress testing merely 

studies the quality of the bank’s assets and the 

pressures of its liabilities. it should be noted that 

stress testing does not pretend to pass judgment 

on a bank’s internal controls. Sometimes, despite a 

healthy balance of assets and liabilities, a bank can 

experience financial challenges as a consequence 

of weak internal controls. This is why the Federal 

Reserve devotes extensive coverage to internal 

controls in its commercial Bank Examination 

manual. Those contemplating mergers with or 

RISK MANAGEMENT: PRACTICAL LESSONS FROM PRELIMINARY...
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acquiring banks would do well to study the results 

of past bank examinations in assessing potential 

acquisition targets. While bank examinations are 

hardly infallible, it makes little sense for an acquirer 

to go over ground that has already been covered by 

others. on the other hand, there is a role for sound 

financial analysis that may or may not be reflected 

in the examination. Some banks believe that the 

standards used by federal examiners are flawed and 

inconsistent. Finally it should be noted that the focus 

of examiners are also often a function of the broader 

economic situation at any given time.

Operational risks
Acquirers, bank examiners and others 

put much focus on bank’s financial 

risks but it is often operational ones 

that lead to insolvency. it is now known, 

for example, what kinds of risks most 

often lead to a bank’s demise within its 

first seven years. These soft risks (as 

identified by the FDic) include:  rapid 

growth; over reliance on volatile funding 

sources; concentrations without compensating 

controls; significant deviations from approved 

business plans; non-compliance with FDic guidelines 

(e.g., the requirements for deposit insurance); 

weak risk management practices; unseasoned loan 

portfolios; significant consumer protection problems; 

or problematic third party relationships.

most of these bank-killers could be called 

operational rather than financial risk. of course 

they are ultimately financial in consequence. The 

Basel committee, under the Bank of international 

Settlements, is the primary global standard-setter 

for the prudential regulation of banks. it defines 

operational risk as the risk of loss resulting from 

inadequate or failed internal processes, people 

and systems, or from external events. it may also 

include other classes of risk, such as fraud, legal 

risks, physical or environmental risks. operational 

risks may be understood as those risks incurred 

involuntarily or consequently to operating a 

business, as opposed to risks voluntarily incurred 

in order to generate income, such as interest rate, 

credit and similar risks intrinsic to balance sheet 

activities.

Banks generally use an approach called the 

‘advanced measurement approach’. in this 

“Acquirers, bank examiners and others 
put much focus on bank’s financial risks 
but it is often operational ones that lead to 
insolvency.”

RISK MANAGEMENT: PRACTICAL LESSONS FROM PRELIMINARY...



www.riskandcompliancemagazine.com	 risk & COMPLiANCE		Oct-Dec 2013	 57

PERSPECTIVES

approach, analysts try to measure operational risk 

(including the risks inherent in off-balance-sheet, 

fee-based activities or fiduciary risk). To do so, they 

aggregate statistical data and use sophisticated 

modelling based on the number of negative 

incidents occurring in the past and the magnitude 

of losses associated with those occurrences. 

probability theory is then applied and estimates of 

future risk are derived. 

Another challenge is strategic and reputational 

risks, which are not considered under operational 

risks by the Basel standards. yet they can have an 

enormous impact. 

Strategic risks relate to decisions. consider poor 

expansion decisions, changes in business activity 

focus, encroachment of competition and similar 

risks. in assessing strategic risks, an acquirer needs 

to ask this: how does this bank stand in relation to its 

competition? What are its competitive strengths and 

weaknesses?

Reputational risks can be ongoing (when a bank 

has a bad reputation for customer service, for 

example) or they can be single-incident driven and 

difficult to predict and contain. The question here is 

how the public views the target. 

management and management policies are where 

it all begins. modelling and stress testing should 

be viewed as situation analysis – important but 

insufficient. By contrast, close management and 

management policies are the ongoing lifeblood 

of risk management. These need to be reviewed 

carefully in due diligence, at times in the preliminary 

stage to derive an overall impression and at other 

times in the final stage to confirm and verify. Again 

the point of this article is that these soft risks are 

as important as the more obvious and conventional 

ones in the preliminary evaluation of a possible 

acquisition target or merger partner, whether in or 

outside of banking. 

Balance sheet risks
preliminary due diligence on a bank involves 

not only projecting its future earnings but also 

understanding the quality of its assets and the 

nature of its liabilities. in the sense mentioned above, 

‘a bank’s balance sheet is the business’ – more so 

than in most other types of business. in a normal 

business the balance sheet reflects a snapshot at a 

particular point in time of the assets and liabilities 

accumulated on any given date as a result of the 

external operations of the business. in the case of a 

bank the balance sheet reflects more than just the 

cumulative results of operations as measured by 

assets and liabilities at a snapshot in time; it reflects 

all of the bank’s core financial operating factors. As 

such, it is a good starting point for evaluating any 

target bank and its future prospects. And in general 

this will be truer for banks than for other non-bank 

businesses.

operationally, it is a fact that most banks are 

quite similar. They make loans, take deposits, keep 

some cash on hand, pursue customers and (usually) 
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open branches. indeed – despite banks’ efforts 

to distinguish themselves by their cultures, it has 

long been a problem for bankers to distinguish 

themselves in such a commodity business. 

Financially, however, banks do vary. Every bank 

balance sheet is different. if you want to know a 

bank, know its balance sheet. This is not to say that 

there are no other important factors like the number 

of branches, the types of business lines, the quality 

of management, geographical location, etc. nor is 

it to neglect the importance of future earnings—

another important aspect of bank 

valuation. But the balance sheet is the 

natural starting point for determining 

the degree of actual collectability of the 

assets as well as the future timing of 

interest income, collections of assets 

and repayment of liabilities. it is also 

an excellent starting point for future 

income projections.

indeed, a bank balance sheet can 

also be seen as a cash flow statement 

showing the source and use of funds 

– the source of bank funds constituting most of its 

liabilities, especially deposits; and the use of bank 

funds constituting most of its assets, especially 

loans. So the balance sheet plays a special role in 

banking – and an important part of the balance 

sheet is knowing the risks it can reveal. 

most of the asset side of the bank’s balance sheet 

is made up of securities and loans or leases ‘in bank 

credit’. 

Securities in bank credit are securities held in 

trading accounts owned by the bank (other than 

derivative securities). These include securities issued 

by the US Treasury and federal agencies, including 

mortgage-backed-securities. They are considered 

held to maturity and available for sale; in other 

words they aren’t restricted. The accounting for 

securities in bank credit is complex due to ‘mark 

to market’ standards that require current valuation 

rather than historic cost, and that offer various 

options for this accounting.

loans and leases in bank credit include 

commercial and industrial loans, real estate loans 

and consumer loans, and typically constitute from 60 

to 70 percent of a bank’s assets.

“The balance sheet is the natural starting 
point for determining the degree of actual 
collectability of the assets as well as the 
future timing of interest income, collections 
of assets and repayment of liabilities.”
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most of the liabilities on the books of commercial 

banks today are in the form of deposits. Some of 

these are non-transaction and large time deposits – 

money market or savings accounts with restrictions 

on withdrawal. most, however, are deposits that 

have no such restrictions, the so-called checkable 

or transaction deposits. Banks take custody of 

the money that is in bank accounts but owners of 

those accounts can claim it at any time; as such, 

the deposits are accounted as a liability to a bank. 

in addition, if the accounts are interest bearing, the 

bank owes interest on the amounts. 

The remainder of a typical bank’s liabilities 

come from borrowing and from trading (including 

derivative instruments with a negative fair value).

Banks (and their balance sheets) have various 

risks: interest rate risks, credit risks, liquidity risks 

and trading risks are usually the primary ones 

encompassed by the balance sheet. Since banks 

mostly borrow short and lend long, they are exposed 

to increases in short term interest rates (interest 

rate risks), and this would lead to lower net interest 

margins (nims). The credit risk is that too many of 

those assets will go bad. The liquidity risks also 

come from the necessary reliance of banks on their 

mixes of assets and liability types and terms. Trading 

risk comes of course from the daily vicissitudes of 

trading and owning securities and their derivatives. 

Although commercial banks are not exposed to the 

kind of trading risk that can cause the rise and fall 

of major investment banks, the fact remains that 

commercial banks too can be exposed to market 

vicissitudes, and bank acquirers need to know how 

well their new partners are handling them.

Concluding comments 
preliminary bank valuation and due diligence 

contains a lesson for all businesspeople: evaluation, 

valuation and due diligence are inseparable. To 

develop even the most general idea of the value of 

any bank it is necessary to take close look at risks, 

both quantitative and qualitative.  RC&
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TERRORISM – 
IS YOUR FIRM 
PREPARED?
By STEVE COaTES
 > pool RE

many UK businesses are ill-prepared for 

handling a terrorist incident even though 

the government has maintained a high 

state of alert. The chances may be small, but the 

impact could be devastating, and there are simple 

steps that a company can take to become more 

resilient.

“This war, like other wars, must end,” Barack 

obama declared in may during a set-piece address 

on terrorism. “That is what history advises. That’s 

what our democracy demands.”

He was speaking shortly after the shocking attack 

on the Boston marathon in April and the failed 

conspiracy in canada at about the same time, 

both of which reminded the world that terrorism 

continues to be a serious threat – and that you 

cannot predict when and where it will take place. 

in the long run, the president may be right and the 

problem will one day be overcome, but terrorism is 
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not a threat that can be 

talked away, as he himself 

was soon to discover.

At the time of writing, 

the US, UK and other 

western countries have 

recently closed many 

of their embassies and 

advised their citizens to 

stay away from certain 

countries following 

reports of planned Al-

Qaeda activity. The World 

Economic Forum’s eighth 

report on Global Risks 

(2013), where it examines 

threats on a twin axis of 

impact and likelihood, 

continues to put terrorism 

towards the higher end of 

the risk spectrum. At an 

international level, terrorist activity has been rising 

steadily over the past decade. 

closer to home, Great Britain remains on a high 

level of terrorism alert. The fact that the last attack 

in this country to have any significant economic 

impact was in 2005 has lulled some people into a 

false sense of security. Although there has been 

no hurricane in the UK since 1987, it is safe to 

assume that there will eventually be another; by the 

same token, it would be foolhardy indeed to rest 

on our laurels as far as security is concerned. As 

the government adviser David Anderson Qc put it 

recently, the UK is not yet “out of the woods” with 

regards to large-scale threats.

in the UK, the brutal murder of lee Rigby in 

Woolwich in may is a reminder that we cannot relax. 

The lack of any other serious incident since 2005 

reflects the success and expertise of anti-terrorism 

measures rather than any reduction in the desire of 

some terrorists to inflict damage.

Forty-three people were charged with terrorism-

related offences last year in Great Britain, excluding 

northern ireland. Among recent cases, a gang 

accused of planning large-scale destruction was 

recently found guilty at Woolwich crown court. A 

completely separate group admitted planning to 

bomb a rally held by the English Defence league. yet 

the security services would be the first to admit that 

they cannot guarantee to thwart all such activities. 

indeed, the revelations by the former ciA agent 

Edward Snowden published in the Guardian can only 

make things more difficult for them.

According to the Home office, the threat in 

mainland UK from international terrorism remains 

substantial. To quote Jonathan Evans, the recently 

retired Director General of mi5, in a rare public 

speech: “in back rooms and in cars and on the 

streets of this country there is no shortage of 

individuals talking about wanting to mount terrorist 

attacks here.” 

TERRORISM – IS YOUR FIRM PREPARED?
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What are the implications of terrorism to 
your business? 

So what does this mean for company security? it 

should be remembered that the potential operational 

and financial consequences of a terrorist atrocity are 

devastating for a business. contrary to a commonly-

held belief, they are not routinely covered by most 

property insurance policies. clearly, the response 

to any threat should be proportionate. companies 

cannot afford to devote too much of their time 

and resources to fearing the worst. 

nonetheless, there are simple steps that 

can be taken to address terrorism, and 

many of them will dovetail naturally with 

other types of risk management.

All stakeholders (primarily 

government, insurers and business) 

must take it seriously and treat it as 

they would any risk of similar potential. 

For businesses, this means dealing 

with terrorism within their internal 

risk governance framework, which 

would typically include: identification – considering 

the type of terrorism the business might face, 

including the knock-on impact from an attack in the 

surrounding area, or on the supply chain; prevention 

– considering if and how an attack may be prevented 

or discouraged through security measures, 

intelligence or liaison with counter-terrorism 

agencies; quantification – assessing the financial 

impact of potential types of attack; mitigation – 

planning how to reduce the impact of an attack, for 

example, through business continuity planning; and 

risk transfer – via insurance. your property policy 

probably excludes terrorism cover, unless it has 

been specifically requested and an extra charge 

made, so you may need to check that this is in place.

it is important to remember that your business 

does not have to be hit by terrorists to be affected 

by them. you may be forced to shut down as part 

of an exclusion zone, for example, or your staff may 

be unable to get to work, or an attack might disrupt 

your supply chain. As with other types of emergency, 

scenario planning in cooperation with key suppliers 

and customers can be very helpful.

Reducing the risk and potential impact of 
a terrorist incident

While firms may not be able to prevent the 

occurrence of terrorist incidents, certain steps 

“Clearly, the response to any threat should be 
proportionate. Companies cannot afford to 
devote too much of their time and resources 
to fearing the worst.”
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can be taken to reduce the risk and minimise their 

impact. First, companies must maintain control 

of access to all their properties, making sure they 

channel any visitors or contractors who require 

access to their premises. Visitors must sign in and 

wear badges and contractors such as cleaners must 

undertake sufficient pre-employment checks. Firms 

must ensure they lock away any materials that might 

be useful to a potential terrorist such as volatile 

liquids, fertilisers and flammables. They must also 

understand their environment – does the Business 

continuity plan deal with prevention of access 

issues?

more broadly, organisations should ensure their 

Business continuity plans are firmly embedded 

within their operations. The plan should address 

terrorist incidents and threats both to their premises 

and in the vicinity. it is also prudent to run scenario 

tests to assess the company’s preparedness 

to respond to an attack and identify areas for 

improvement. As part of planning, firms should liaise 

with police, fire and ambulance services.

Regarding insurance, firms must ask their insurers 

or brokers to outline what cover they have for 

terrorism under all property, liability, personal 

accident and motor policies, and consider whether 

this is sufficient. They should ensure their broker 

provides costed options for buying terrorism 

insurance plus details of what will and will not be 

covered.

Insuring against terrorism
While companies may be limited in what they can 

do to prevent a terrorist attack with its potential 

human consequences, they can at least cover the 

financial losses incurred, should there be an attack 

on one of their properties. The UK was one of the 

first countries to realise that terrorism insurance 

cannot be left to the market alone, that it requires 

collaboration between the insurance industry and 

government.

in 1992, during the iRA bombing campaign, 

insurers indicated that they could no longer provide 

terrorism cover for commercial property losses 

without government financial support. The solution 

was to establish pool Re, a mutual reinsurer that 

enables its members, which are all insurers active 

in the commercial property market, to provide 

terrorism cover in mainland UK. profits are used 

to build up reserves for any future claims, and the 

government undertake to step in should these funds 

prove inadequate.

This protection is not sold on a standalone basis, 

but as an extension to existing property policies for 

any organisation that so chooses. crucially, it has 

open-ended financial support from the Treasury 

(subject to the limits in your property policy) and, 

for an extra cost, can provide business interruption 

cover.

The value of this arrangement was brought home 

by the 9/11 attack in new york, which demonstrated 

to a global audience the catastrophic losses a 
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terrorist attack can cause. Following that event, 

pool Re extended its cover to protect against cBRn 

(chemical, biological, radiological and nuclear) and 

other attacks. 

The fact that such arrangements exist does not 

mean that everyone should buy terrorism insurance. 

The process of considering the risk and what to do 

about it should be no different to any other peril. The 

danger is that the decision may be taken by default; 

it is possible the gap in cover will only be noticed 

when it is too late.  RC&

Steve Coates

Head of market operations

pool Re

T: +44 (0)207 337 7170

E: smc@poolre.co.uk
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PLANNING AND 
CONDUCTING COST-
EFFECTIVE FCPA 
INVESTIGATIONS
By NaNCY J. ROSENfElD aND RIChaRD N. DEaN
 > BAKER & mcKEnZiE llp

The title of this article seems like an 

oxymoron, especially to companies that 

have been the subject of prominent media 

reports highlighting the extraordinarily costly 

FcpA investigations in which they have been 

involved for months and even years. investigations 

costing hundreds of millions of dollars in legal and 

accounting fees have burdened companies, before 

even reaching the point of settling the amounts of 

fines and penalties they will be paying to the US 

Department of Justice (DoJ) or the Securities and 

Exchange commission (SEc). it has been widely 

reported that one major US company was incurring 

investigative expenses at a rate of over $600,000 per 

day on its FcpA case.

in response to the global reach of the FcpA and 

increasing enforcement of other anti-corruption 

laws by ever more aggressive prosecutors, how can 

companies, which must undertake investigations to 

protect themselves, contain their costs? in regularly 
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handling these FcpA cases before the US authorities, 

we have developed several key strategies to contain 

costs, while meeting the demands imposed on 

companies to conduct thorough and effective 

investigations into potential misconduct. Substantial 

costs can be saved from the beginning to end of the 

process if companies and their counsel focus on: 

(i) effective planning, particularly in the allocation 

of personnel and resources; (ii) disciplined scoping 

of the investigation; (iii) maximising efficiencies in 

conducting the investigation; and (iv) implementing 

critical compliance enhancements that can 

contribute to a more favourable resolution of the 

case.

 

Effective planning
Because of the real possibility that an FcpA 

issue arising at a global company will come to 

the attention of the DoJ, the SEc, or another anti-

corruption regulatory body as enforcement increases 

throughout the world, the first step in planning an 

FcpA investigation is to plan as though the company 

will be required to defend not only substantive FcpA 

charges but also the procedures it has followed in 

investigating the potential misconduct.

The starting point to contain investigative costs 

is an effective investigation plan that takes into 

account the priorities of law enforcement agencies 

as well as the company’s interest in determining 

what happened. The only situation worse than 

having to endure a costly, time-consuming FcpA 
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investigation is having to repeat that painful process 

because critical investigative steps were overlooked 

or mishandled. FcpA prosecutors confirm that such 

procedural missteps often require additional work 

and can have a very negative effect on the outcome 

of the case if, for example, evidence is lost or 

witnesses become unavailable to the government.

The first priority in developing an effective 

plan is assembling a team that has the requisite 

competence and independence. The DoJ and SEc 

will insist upon these characteristics, as will the 

company’s outside auditors. The team may consist 

entirely of outside advisers, primarily a law firm 

and a forensic accounting firm, or entirely of in-

house legal and accounting resources, provided 

that those latter resources have the requisite 

expertise and experience, are sufficiently removed 

from the business units and employees being 

investigated (independence), and can be made 

available for the investigation on a priority basis for 

an extended period. often the team is a blend of 

both approaches, combining appropriate outside 

and in-house expertise. There is no question that the 

judicious use of effective in-house resources can 

reduce FcpA investigative costs dramatically. 

Staffing decisions should include geographic 

considerations. There is a trade-off between 

between keeping the team small or broadening 

the team by using resources that are located in or 

near the country in which the alleged misconduct 

occurred. For example, we recently completed 

PLANNING AND CONDUCTING COST-EFFECTIVE FCPA...
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an investigation in the Far East and were able to 

efficiently deploy our firm’s lawyers in Hong Kong, 

china, and surrounding countries who were in far 

closer proximity than our FcpA team in Washington, 

Dc. This approach only worked because those 

lawyers were well-trained and experienced in 

handling global anti-corruption investigations and 

worked closely with our US FcpA team.

The next set of significant potential cost-savings 

are internal to the company: the reporting lines and 

points of contact for the investigative team. it is 

critical at the outset to determine how, to whom and 

when the investigative team will report. Related is 

the question of who or which corporate body will be 

vested with the authority to make decisions about 

the investigation as it proceeds. This latter point 

is important because FcpA investigations tend to 

be iterative, dynamic processes that require ‘real 

time’ decision-making about issues such as new 

leads to pursue, documents to review or witnesses 

to interview. Depending on a variety of factors, the 

team may be reporting to, and under the direction 

of, the general counsel or perhaps of the board of 

directors or a committee of the board, but making 

reporting clear at the outset minimises confusion 

and overlapping responsibilities and facilitates 

communication, all of which contribute to cost 

reduction.

 As important as reporting line clarity to the 

efficiency of an investigation is the deployment of a 

knowledgeable employee within the company who 

possesses the necessary authority to obtain access 

and information for the investigative team. Wasteful 

expenses are incurred when the investigative team 

cannot get information or access to company 

personnel, including HR and iT personnel, because of 

competing priorities.

Attention to the composition of the team and to 

how it will report and get access and information 

underscores two points which, though somewhat 

self-evident, deserve mention because of their 

critical impact on cost. The two most significant 

drivers of cost in an FcpA investigation are 

people and time. obviously investigations that are 

conducted by large teams over many months and 

years will be much more costly than investigations 

that are done by smaller, more focused teams, 

over several months. of course, sometimes speed 

requires more staffing, but in trying to maximise 

efficiency, it is usually a better choice to add more 

resources short term than to permit the process to 

drag on. indeed, most of the ‘high cost’ FcpA cases 

featured in recent media reports are investigations 

that have been going on for years. it is not possible 

to control how long the DoJ or SEc will take to 

complete their investigations, but careful attention 

to people and time are critical to greater efficiency in 

conducting internal FcpA investigations.

 Documenting the procedures and the allocation 

of responsibilities among team members in a written 

investigative plan is a useful way to keep focus. 

often these plans include a schedule for performing 
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each component of the investigation, which can 

add to efficiency. in addition, agreeing on a budget, 

even if it requires regular updating, is an effective 

way to keep abreast of, and manage costs, in an 

investigation. 

Disciplined scoping
millions of dollars of cost savings are possible 

if the investigation is properly scoped to address 

the potential misconduct. The 

key components of scope are the 

geographic range of the investigation 

and the period under review. Regarding 

the former, misconceptions abound. 

Despite what is commonly heard 

from companies that have endured 

FcpA investigations, the discovery of 

a corruption problem in one country 

does not necessarily require a global 

investigation of the company’s 

operations or even a complete 

investigation of its operations in all emerging 

markets. Whether the scope should extend beyond 

a single country depends on a variety of factors, 

such as whether personnel implicated in misconduct 

in one country have similar responsibilities for 

other countries, how high up within the company 

knowledge of that misconduct exists, similarities 

in business structure, customer base and level 

of corruption risk, and the overall quality of the 

company’s compliance controls. not only is it 

reasonable for a company to limit the geographic 

scope of its investigation, such limits can be 

effectively negotiated with the DoJ and the SEc. For 

example, we handled an FcpA case for a service 

business that operated in over 90 countries, and the 

DoJ was willing to allow the company to focus on 

only nine countries for thorough investigations and 

only provide information on discreet issues that had 

arisen in another 20-30 countries – a process that 

involved limited investigative work. That resolution 

alone saved the company tens of millions of 

dollars. Be sceptical when a global investigation is 

suggested.

The period under review can be somewhat flexible. 

The rule of thumb has been five years, largely 

because the general statute of limitations for FcpA 

offences is five years. companies frequently phase 

the period, starting by looking at the last two to three 

“Not only is it reasonable for a company 
to limit the geographic scope of its 
investigation, such limits can be effectively 
negotiated with the DOJ and the SEC.”
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years and making judgements about going back 

further depending on what the first phase reveals. 

maximising efficiencies in conducting the 
investigation

considerable savings can be realised through the 

exercise of experienced, well-informed judgement 

about the conduct of the investigation, primarily in 

prudent staffing and thoughtful transaction testing. 

of course, it is vital that a thorough, comprehensive 

investigation be done to satisfy the 

standards of the SEc and the DoJ.

The typical first step in conducting 

an investigation is collecting evidence, 

most of which is electronic data from 

servers and employee computer 

hard drives. once data is collected 

and loaded on to a software platform 

for review, the next essential step to 

contain costs is a sensible strategy to 

strategically focus the review of what 

can be millions of potential documents. 

The development and refinement of search terms 

have historically been the most effective tools 

to narrow and focus data sets for further review. 

Time well-spent in refining terms to more precisely 

identify potentially relevant documents has a 

significant cost-savings ‘ripple effect’ throughout the 

evidence evaluation process. 

once the data set is refined for review, the first 

level review of documents can be handled by 

low-cost contract lawyers, which often results in 

dramatic savings because their billing rates are so 

much lower than the rates of junior attorneys at 

law firms. of course, the law firm should actively 

oversee the contract lawyers, exercising robust 

and engaged quality control. Second level review of 

documents to confirm relevancy decisions is usually 

done by the law firm. By way of example, in a recent 

investigation, the use of contract lawyers overseen 

by our lawyers, as described above, resulted in 

$6.7m in savings for the company. Additional savings 

in document review may result from the use of 

predictive coding and other emerging document 

review technologies.

Transaction testing offers other opportunities 

for savings in two key respects. As the forensic 

accountants assimilate and begin to test basic 

accounting information, patterns may emerge that 

permit the deployment of sampling methodologies 

“Considerable savings can be realised 
through the exercise of experienced, well-
informed judgement about the conduct of the 
investigation, primarily in prudent staffing 
and thoughtful transaction testing.”
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that have a high degree of predictive accuracy and 

allow the company to avoid reviewing ‘every last 

transaction’ in a particular data set. in addition, in 

situations where there are repetitive transactions, 

reasonable projections can be made about what 

may be hundreds, if not thousands, of similar 

transactions, which avoids the expensive proposition 

of reviewing each one. Evaluating the materiality of 

transactions for review should also be part of the 

process, and reasonable judgements can be made 

that certain types of transactions or transactions 

involving low dollar amounts will be exempted from 

review or at least from the level of review of other, 

more important transactions.

 During the course of the investigation, it is also 

possible to engage the government in discussions 

when evidence is particularly difficult or expensive 

to access. Recovery of electronic data from storage 

tapes can be a cumbersome and expensive 

process, and the government has been willing in 

certain circumstances to engage in ‘cost-benefit’ 

discussions about the processing and review of such 

data.

 Selecting witnesses for interviewing should be 

subject to the same considerations of efficiency. not 

every witness with relevant information need be 

interviewed if reasonable judgements can be made 

that such interviews would be repetitive or unlikely 

to add to the evidence already developed. caution 

of course is necessary in cases where multiple 

witnesses are important to corroborate key facts or 

to ensure that the full story is told.

 

Deploying strategic compliance 
enhancements

one of the most overlooked aspects of cost 

savings in FcpA investigations is the importance 

of evaluating possible case resolution outcomes 

throughout the investigation period and taking steps 

that may have the effect of reducing the overall 

fines and penalties, as well as limiting costly ongoing 

reporting or other accountability measures that the 

SEc or DoJ may impose. 

often companies are hesitant to embark on 

compliance program enhancements during the 

course of the investigation for fear that such activity 

might be considered by the authorities as an 

admission of wrongdoing that requires correction. 

in fact, rarely is this a legitimate concern. While it 

is true that a complete and effective remediation 

plan depends to a great extent on the results of 

the investigation so that it is clear exactly what 

remediation is necessary, compliance program 

enhancements as investigations progress can have 

an important impact on the outcome of the case. 

For example, we represented a company under 

investigation by the DoJ that had no compliance 

program whatsoever. The case involved serious and 

extensive criminal conduct over many years, much 

of which was known by senior management. When 

coupled with no compliance program, that pattern of 
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conduct would almost certainly have caused the DoJ 

to impose an independent compliance monitor for at 

least three years after the case had been resolved. 

Such a monitor could easily have cost the company 

tens of millions of dollars. However, from the early 

stages of the case we worked with the company 

to establish and train its newly appointed chief 

compliance officer and his staff, as well as to involve 

them in investigation activities. The DoJ reviewed 

the credentials of the compliance staff and even 

interviewed them. over the course of the three year 

investigation, the DoJ became comfortable with the 

company’s commitment to compliance as well as 

with its compliance staff. At the end of the process, 

the DoJ did not recommend a monitor, but rather 

agreed to a much less expensive and less intrusive 

compliance consultant. That decision alone probably 

saved the company over $20m.

 it is also important to take the mystery out of 

dealing with the DoJ and the SEc. Despite the 

appearance of FcpA case resolutions, which, 

in the case of the DoJ, seem to involve precise 

calculations of fines and penalties under the US 

Federal Sentencing Guidelines, or, in the case of 

the SEc, calculations of profits for the purpose of 

disgorgement, these agencies have broad discretion 

in assessing fines, penalties and disgorgement. 

negotiation is possible and can yield significant 

savings. For companies that cooperate in DoJ 

and SEc investigations, as indicated earlier, these 

agencies have also been receptive to discussions 

about scoping and conducting investigations, and 

reasonable in many instances about the company’s 

desire to follow procedures that would reduce 

investigative costs.  RC&
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PROGRESS, 
NOT PERFECTION
By KEITh T. DaRCY
 > ETHicS & compliAncE oFFicER ASSociATion (EcoA)

in november 1991 the US Sentencing commission 

issued chapter 8 of the federal sentencing 

guidelines, which raised two new risks regarding 

crimes in the workplace: (i) a personal threat; and 

(ii) a corporate threat. The personal threat said that 

executives could be subject to civil and/or criminal 

charges if an employee of theirs committed a crime 

in the workplace. Whether they know about or 

participate in the crime is irrelevant. Wilful blindness 

is not a defence. And in such instances, the 

corporate threat could impose mandatory fines up 

to $290m (a threshold long since pierced). However, 

the commission did something very creative, 

offering that the existence of an effective ethics 

and compliance program can reduce, mitigate or 

eliminate those risks. Thus the ethics profession was 

born.

in early 2010, the oEcD Working Group issued its 

Good practice Guidance that essentially adopted the 

US federal sentencing guidelines for 45 signatory 
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nations. This has become the global standard 

for corporations regarding the prevention and 

detection of criminal activity, and for reputation 

risk management. Even today, emerging market 

multinational corporations are adopting similar 

internal safeguards to protect against corruption and 

malfeasance. 

Despite considerable progress in addressing both 

internal and external organisational risks, there’s no 

shortage of malfeasance that threaten corporate 

reputations. The stunning growth of 

social media, mobile technologies, and 

‘big data’, along with the rapid rise of 

micro-bloggers and public and in-house 

helplines, have ushered in an era of 

transparency that is unprecedented, 

exposing illegal transactions and raising 

profound new ethical questions in 

the way business is conducted. Quite 

simply, in an age of information there 

are no secrets anymore, and no place to 

hide. These new technologies are also 

driving hactivism, thus blurring the lines between 

research, due diligence, espionage and privacy 

issues.

Current risks
certainly, among the most visible risks these 

days are bribery and corruption. From illinois to 

indonesia, and from Shanghai to Siberia, bribery 

abounds. Even marquee names like iBm, iKEA, Ralph 

lauren, microsoft and Alstom have been embroiled 

in corruption scandals. in particular, china has very 

recently stepped up to assert the rule of law in 

pursuing corruption charges. investigations include 

the pharmaceutical, medical device and energy 

industries, and also include numerous high-level and 

transparent cases of party officials. Taken together, 

it is clear that china’s new president is sending a 

powerful message of the government’s intolerance 

for corruption.

Building appropriate internal safeguards, and 

strengthening third party due diligence, are essential 

to limiting the exposure that many companies 

experience. This much we know – wherever 

there is money, there is the threat of corruption. 

And wherever there is lots of money, there is the 

potential for lots of corruption. no one is immune.

Those engaged in insider trading are more 

easily identified today given improved access to 

“Building appropriate internal safeguards, 
and strengthening third party due diligence, 
are essential to limiting the exposure that 
many companies experience.”
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information. Data scientists can reverse engineer or 

follow algorithmic patterns in our public markets, 

allowing regulators to more easily follow money 

flows where insider trading exists. Galleon’s founder 

Raj Rajaratnum was found guilty and sentenced to 

eleven and a half years in jail. He took down with 

him Rajat Gupta, ex-mcKinsey cEo and Goldman 

Sachs director, who has been found guilty of 

insider trading and sentenced to two and a half 

years. currently SAc capital, the giant hedge fund, 

has been charged with failing to supervise and is 

currently in negotiations with federal regulators.

Recently, the US Securities and Exchange 

commission announced that it is stepping up its 

focus on accounting fraud. names like Enron and 

Worldcom were the face of large-scale frauds in the 

US, while Satyam computer in india and olympus 

corporation in Japan are stunning examples on a 

global scale. 

Since the Great Recession, wherein the credit 

markets froze in late 2008 setting off a global 

economic tsunami, the global banking industry has 

been under siege by regulators. numerous money 

centre banks have been charged with manipulating 

liBoR rates, which have resulted in settlements 

against Barclays, UBS and others exceeding $2.5bn, 

with banking authorities in the US, the UK and Japan. 

in addition, money laundering investigations have 

resulted in HSBc agreeing to a $1.9bn settlement, 

and Standard chartered paying $340m. 

meanwhile, a number of banks continue to be 

the focus of civil and criminal investigations for 

their method of conducting business. in particular, 

Jpmorgan chase has become the focus of 

substantial settlements. in late September 2013, 

the bank settled with authorities for over $920m 

concerning the london ‘Whale’ trades, and another 

$389m for credit card fraud. in addition, most 

recent discussions with the US Department of 

Justice suggested chase may face as much as an 

$11bn settlement regarding its role in underwriting 

mortgage-backed securities. 

notwithstanding these extraordinary new risks and 

settlements, there are several recent actions that 

offer the potential for measureable progress in the 

years ahead. 

First, in november 2009, 150 nations became 

signatories to the Un conventions Against 

corruption. not only did these nations pledge 

to enact laws against corruption, but also to 

enforce them. importantly, in an historic move, 

these nations agreed to hold public peer-to-peer 

assessments regarding how well respective nations’ 

are pursuing enforcement. in addition, the oEcD 

conventions Against corruption have established 

very clear guidelines for corporations to establish 

anti-corruption measures, also holding public 

accountability by peer countries.

Second, in the US there have been more 

prosecutions for violations of the Foreign corrupt 

practices Act (FcpA) in the past three years than in 
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the previous 30 years combined. Violators include 

both US headquartered companies, as well as 

non US based corporations who access US capital 

markets.

Third, in 2010, the UK Bribery Act came into 

effect, which goes further than the US Foreign 

corrupt practices Act on two measures: (i) any 

company doing business in any jurisdiction of the 

United Kingdom that is found guilty of corruption is 

subject to the act, whether the bribe took place in 

a UK jurisdiction or not, and; (ii) it pertains not only 

to bribing public officials, but also to commercial 

bribery. The Serious Fraud office is actively engaged 

in numerous investigations.

lastly, beginning in october 2010, the G-20 

adopted an anti-corruption platform for discussion. 

Since then, the G-20 has advanced its discussions in 

subsequent meetings in paris, mexico city and, most 

recently, in moscow. This is evidence that there is a 

serious effort to create collective action and a high-

level of cooperation among these countries.

Summary
Ethics and compliance executives have come a 

long way in developing sophisticated measures to 

prevent, detect and mitigate the risk of malfeasance 

in their organisations. So, too, have those who wish 

to violate the rule of law and gain unfair advantages. 

clearly, there is an increasing resolve by both the 

public and private sectors worldwide to strengthen 

internal controls, while prosecuting those who 

violate the rule of law. no one company or country 

by itself, however, can mitigate the existence of fraud 

and corruption. For sure, it will take collective actions 

and practical partnerships between government, 

business and the nGo community to effectively 

mitigate risk. looking ahead, however, by working 

together, these efforts combined with an increasingly 

transparent world and collective intolerance for 

corruption offer hope and promise for a better world. 

For whatever shortcomings we may experience, 

in the end we must remember that ethics is about 

progress, not perfection.  RC&
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RC: Could you provide a general 
overview of the potential risk exposures 
that may arise when dealing with third-
party business partners and vendors? 

Bjelland: The list of potential risk exposures is 

quite extensive. There are privacy risks, transaction 

risks, technology risks, credit risks, compliance 

risks and risks to reputation. in addition, there are 

numerous other specific issues to consider that 

fall under the more general categories such as 

copyright and patent laws, and concerns related 

to ownership, liability, consumer protection and 

compliance monitoring and records retention. 

Finally, there are risks specific to an industry or type 

of business. Third-party risk exposure is relevant 

to all industries, not just financial, and each one of 

these has their own additional industry-specific risk 

issues to consider. For example, an oil company has 

to consider the additional risk of pollution-related 

liabilities in their contracts with third-parties, such as 

drilling contracts.

hurrell: Recent research would suggest that 

the majority of the value chain in most companies 

is now provided by outside entities such as 

subcontractors, suppliers and distribution networks. 

This means that more than half the risk to the brand 

or reputation of a company is outside its direct 

control and often operating in countries which 

are relatively unfamiliar to the principal. This will 

have been very different only a few years ago, and 

some companies have been better at making the 

adjustments to risk management strategy demanded 

by their changed business models than others.

Ivanoski: Third parties such as service providers, 

alliance members, consultants and suppliers can 

expose their business partners to a range of risks. 

While specifics depend on the industry, service or 

product being offered, potential third-party risks 

include the following. First, reputational risk from 

delivery of substandard products and services, 

disruption of services, and failure to meet the 

expectations of customers. Second, compliance 

risk from violations of laws and regulations such as 

consumer protection, securities filings, anti-bribery 

and corruption (ABc) and anti-money laundering 

(Aml), or nonconformance with internal policies. 

Third, operational risk related to the potential failure 

of people, processes or systems. Fourth, credit 

risk related to services and transactions involving 

extension of credit such as origination, underwriting, 

servicing and processing. Finally, strategic risk from 

failure to implement business decisions or poor 

execution of those decisions.

RC: In what ways can third-party 
violations and misconduct negatively 
impact a company’s brand and 
reputation? have there been any notable 
examples in recent years?
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hurrell: There are multiple examples in the 

consumer clothing and food industries, such as 

dangerous sweat shops and horse meat. The 

challenge here is the prevalence of all forms of 

social media closely connected with traditional news 

media which potentially turns every human being 

on the planet into a news reporter. The traditional 

media will seek brand connections and the impact 

will be instant – often faster than any company’s 

contingency plan can respond.

Ivanoski: A company’s reputation can 

be affected negatively if its third parties 

do not deliver products and services 

at the right level of quality, and in line 

with contracts, policies and customer 

expectations. This failure can produce 

a variety of negative effects for the 

company, including reputational risk 

through brand impact and unfavorable 

press, as well as regulatory inquiries, 

fines and other enforcement actions. in the financial 

services industry, the consumer Financial protection 

Bureau (cFpB) has handed out enforcement actions 

to several banks whose third parties were, in the 

eyes of regulators, causing consumer harm due to 

sales of add-on products that did not benefit the 

customer or where customers were incorrectly 

foreclosed on. A critical point to note is that, along 

with the reputational impact of the enforcement 

actions, there were significant monetary penalties. 

As a result of notable high-profile issues, banks have 

made significant enhancements in third-party risk 

management.

Bjelland: The public assumes that you have 

vetted a vendor or service provider when you 

choose to enter a business relationship with them. 

They become an extension of your company or 

image and you may become associated with 

their conduct, whether positive or negative, even 

if you were even aware of it prior to the event 

occurring. Recently, a group of banks sued a third-

party payment company after the customers’ 

personal data was breached. Unfortunately, this 

has happened quite often over the last few years 

and has damaged companies’ brands because 

customers lose faith that their information will be 

protected, and customers may then choose not 

to continue the business relationship. in addition 

John Ivanoski,
KPMG

“A company’s reputation can be 
affected negatively if its third parties 
do not deliver products and services 
at the right level of quality, and in line 
with contracts, policies and customer 
expectations.”
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to reputational damage, there can be significant 

financial costs associated with this sort of incident, 

including litigation costs and reimbursement costs to 

customers. currently, the office of comptroller of the 

currency (occ) and consumer Financial protection 

Bureau (cFpB) are looking into concerns that Jp 

morgan may have misled customers who purchased 

credit cards with identify theft protection through a 

third-party vendor. 

RC: audits, inspections, and other 
processes enable companies to evaluate 
third-party controls and compliance 
measures. What steps can a company 
take to strengthen the due diligence it 
performs on third-parties?

Ivanoski: inventorying and assessing third 

parties based on the risks they expose the 

business to allows for a risk-based approach to 

management of third parties, which is vital given 

limited resources. A due diligence process that 

quickly identifies the risks a third-party exposes 

the organisation to, and directs the appropriate 

oversight function to exercise-focused control, is 

essential to avoid information overload. Each third-

party may have a different combination of risks, 

requiring an appropriate blend of risk management 

activities from the oversight functions. clarifying 

roles and responsibilities across the oversight 

functions, business lines and internal audit assists 

with ensuring the appropriate risk management 

functions are aware of the risk and managing it 

accordingly. Executing contracts that clearly set out 

requirements, expectations and responsibilities, 

and provide the ability to conduct on-site reviews, 

collect relevant risk and performance information, 

are key to managing the risk third parties expose the 

organisation to. The focus of on-site reviews should 

include understanding how well the third-party’s 

risk management functions work, how it monitors 

and manages compliance risk and how well it is 

performing.

Bjelland: A company should thoroughly evaluate 

third-party service providers prior to entering into a 

business relationship, and should also continue to 

regularly monitor controls and compliance measures 

throughout the relationship, and ensure that the 

third-party shares the same goals and adheres to 

the same policies. Due diligence on the third-party 

should include researching their reputation, checking 

references, and using all available resources of 

information such as state attorneys general or the 

better business bureau. if a third-party organisation 

is new, a company should exercise additional 

caution. it is also critical to review a third-party’s 

financial information and insurance coverage. Audit 

and regulatory reports should be reviewed, such as 

an SAS-70, if one is available. The evaluation should 

be just as thorough as if the company were to enter 
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a financial transaction with the third-party, as 

the risks can be equally significant.

hurrell: most organisations do have 

good oversight of their tier one suppliers 

but the challenge very often is to 

achieve a line of sight into tiers two and 

beyond. This is where many of the 

problems arise. We see two distinctly 

different types of approach to the 

problem – a strictly legal approach 

with clear penalties; and a more 

partnership style of approach, 

which often encourages more 

openness between the parties. 

circumstances will dictate the 

best option in any given set of 

circumstances but the second 

option should always be 

considered – this is 

not always the 

case at 

present.

RC: Employees at third-
party organisations should be 
encouraged to report compliance 
or ethics violations. What processes 
can firms put in place to ensure 
this occurs, and to remedy any 
shortcomings at third-party 
organisations? 

Bjelland: make sure that reporting policies 

are clearly and regularly communicated 

to third-parties and employees through 

training and other measures, and establish 

a channel for employees to easily escalate 

any issues or ask questions, such as a 

confidential hotline devoted to answering 

questions related to potential issues and for 

reporting issues, such as a whistleblower 

hotline. companies should encourage 

employees to timely and accurately report 

concerns, and ask questions early on. it is 

also important to provide protection against 

employee retaliation as this can discourage 

employees from speaking up. if there are 

shortcomings at a third-party, perhaps the 

company has resources that can be utilised 

by the third-party, whether technological 

resources or staff resources. However, if a 

third-party is not adequately equipped to 

handle the increased business or services 

required of them in the proposed business 
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arrangement, the company should seriously 

consider whether they should really be entering into 

that business partnership.

Ivanoski: Depending on the sophistication of the 

risk management infrastructure at the third-party, 

there may or may not be a mechanism, such as a 

hotline, to report compliance or ethics violations. 

This should be considered during the due diligence 

review. Third parties should, where 

appropriate, be required to implement 

ethics and compliance hotlines, for 

example, in line with better practices to 

ensure that there is a reporting mechanism 

for employees. Training the third parties’ 

employees on the client’s internal policies 

and procedures, expectations, and 

requirements drives an understanding of 

what is expected, keeps employees abreast 

of changes, and allows them to assess and 

decide on violations and shortcomings. 

An appropriate monitoring problem should ensure 

employees are adhering to internal policies and 

procedures.

RC: Do any particular risks emerge 
when working with third-parties in the 
emerging markets? What steps can firms 
take to reduce potentially damaging 
exposures in these regions?

hurrell: The starting point is to understand the 

likely differences in approach locally on critical 

issues such as ethics, employment practices such as 

health and safety, respect for intellectual property, 

the legal system and local infrastructure. many firms 

will work through a strong local partner rather than 

simply trying to impose ‘head office’ standards 

and procedures locally. The challenge is to operate 

according to local best practice whilst recognising 

that western media will always apply a western lens 

to their reporting of any failures. in particular this will 

always take place where a big consumer brand is 

involved.

Ivanoski: operating in emerging markets exposes 

companies to country risk – the risk that economic, 

social and political conditions and events in a 

foreign country will adversely affect the company’s 

financial interests. in today’s environment, the most 

John Hurrell, 
Airmic

“Many firms will work through a strong 
local partner rather than simply trying 
to impose ‘head office’ standards and 
procedures locally. ”
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notable risk facing organisations operating outside 

the United States include violations of anti-bribery 

and corruption (ABc) laws, and requirements under 

the Foreign corrupt practices Act (FcpA). Given the 

complexity of US laws and regulations, a growing 

number of US companies are retaining the regulatory 

and compliance responsibility in outsourcing/

offshoring relationships, and pricing the requisite 

oversight activities into their agreements because 

the risk of non-compliance is perceived to be too 

great. Steps that can be taken to manage this risk 

include: incorporating specific risk assessment 

criteria for offshore characteristics; retaining 

knowledgeable skilled resources to draft contract 

provisions and understand the legal jurisdictions 

where the third-party is based; conducting on-site 

reviews to determine quality of management and 

staff, and gaining a firsthand understanding of the 

culture and business operating conditions.

Bjelland: The laws and ways of conducting 

business are clearly different in other regions, 

especially emerging markets, where some 

regulations may not have even been established 

yet or are not clearly defined. it is hard to avoid 

using a third-party when entering a new market 

because a company should hire or consult with 

individuals who have experience in that region and 

are familiar with the laws and potential problems 

that could occur by doing business there. There are 

many issues to consider in these markets. Foreign 

corrupt practices Act (FcpA), money laundering 

concerns, and employee safety are just a few of the 

issues to consider. FcpA and other legislation require 

companies to perform due diligence on foreign 

third-party business partners, and the Department 

of Justice (DoJ) and the Securities & Exchange 

commission (SEc) have fined US companies 

for not performing sufficient due diligence on 

these partners. choice-of-law and jurisdictional 

issues – and the possibility of dealing with foreign 

courts – need to be considered when working with 

international third-parties and drafting contracts. 

political and socio-economic factors can increase 

the difficulty of conducting business in certain 

regions. Additionally, a company needs to consider 

economic and trade sanctions, and potential 

concerns related to terrorist financing, bribery of 

government officials or commercial bribery, risk 

of child labour, and product safety concerns. A 

company should consider whether all of these risks 

outweigh the benefits of doing business in that 

region. Also, if the business model of the company 

and economies of scale permit, perhaps there 

should be a trial period or testing of only limited 

products or services before fully committing to 

that region. As an example, outsourcing to offshore 

contractors by financial institutions has increased 

in recent years because of savings due to lower 

wages and other reduced costs. However, instances 

of fraud and identity theft have increased. offshore 

outsourcing of data services or call centers occurs 
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frequently and both pose risks to customer and 

other confidential information.

RC: have you seen, or do you expect, 
any regulatory or legislative changes to 
affect third-party relationships in your 
region?

Ivanoski: in november 2012 the Securities and 

Exchange commission (SEc) and Department 

of Justice (DoJ) released guidance on what is 

expected in developing and monitoring an effective 

ABc compliance program. Further, the SEc has 

established a unit focused on FcpA, and continues 

to pursue companies, officers and directors when 

violations are suspected. The US federal bank 

regulators have extensive examination guidance 

on third-party risk management and they conduct 

comprehensive examinations in this area. Further, 

they are planning to release updated guidance on 

the management of third parties in the near future. 

initial expectations suggest they may expand the 

term ‘third-party’ to include a wider swath of entities, 

such as suppliers, alliances, joint-venture partners 

and vendors, as well as require more reporting 

on third-party risk to the board. in addition, under 

the Bank Service company Act, the U.S federal 

bank regulators comprising the Federal Regulated 

institutions Examination council (FFiEc) have 

authority to examine banks’ third-party service 

providers. in the financial services industry, public 

consent orders and other enforcement actions 

related to regulatory violations have occurred with 

a resultant increase in regulatory scrutiny of these 

relationships. This focus has lead to an increase 

in control and oversight of third parties by banks. 

Regulators have sent a clear message that banks 

can outsource operations, but can’t outsource 

responsibility for the conduct of their third-party 

providers.

Bjelland: Both new regulations and increased 

enforcement of existing legislation will increase 

the importance of third-party oversight. A 

company’s liability for the actions of their third-

party relationships is becoming increasingly defined 

through actions by regulators and in litigation, and 

this process will be ongoing.  last year, a landmark 

$25bn settlement was reached between five large 

banks and 49 state attorneys general which requires 

lenders to boost their oversight of third-party 

vendors. in addition, the cFpB has new mortgage 

rules that will become effective in January 2014 and 

will affect third-party business relationships. The 

news also reports the Federal Deposit insurance 

corporation (FDic) and DoJ have been reaching out 

to banks over concerns related to certain online 

lenders. There have also been numerous recent 

legislative efforts related to protecting individuals’ 

privacy, which becomes more of a risk when third-

parties are involved.
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RC: When working with a third-party, 
management should ensure that the 
specific expectations and obligations 
of both the firm and the third-party are 
outlined in a written contract. What risk-
related issues should firms address when 
structuring such a contract?

Bjelland: This phase is crucial because 

poor planning and consideration of 

potential scenarios in the early phases 

of an agreement can lead to increased 

risk. The contract needs to address who 

is responsible for specific tasks, all rights 

and obligations for both parties, and 

also indemnification, business continuity 

planning, dispute resolution, locations, 

use of equipment, and ownership of 

data and iT contracts, for example. A 

company should review guidance from 

their relevant regulators, such as the FDic or 

occ in the case of financial institutions, on third-

party business relationships. The contract should 

include a detailed business plan, service level 

agreements and sections on audits and monitoring 

and vulnerability assessments. The board and 

key management should be involved in the entire 

process. The contract should clearly define what 

the exit strategy is if the relationship does not work 

out, including the timeline and cost. A company 

should hire experienced staff, or make sure that 

the third-party has experienced staff, in key areas 

such as iT and security. They may cost more but 

it could save money in the long run. The costs 

associated with maintenance of software and other 

items should be considered as well. An example of 

a potential concern is that a company could enter 

into a contract with a domestic third-party service 

provider without knowing that the third-party is in 

fact subcontracting some of their services offshore. 

This is one of the matters that should be considered 

when drafting an agreement and should be reviewed 

during audits.

Ivanoski: current financial services regulatory 

guidance, for example, outlines a variety of topics 

banks should consider when entering into third-

party contracts, including scope of the arrangement, 

responsibilities, performance measures and 

benchmarks, information confidentiality and security, 

Karina Bjelland,
Berkeley Research Group

“An example of a potential concern 
is that a company could enter into a 
contract with a domestic third-party 
service provider without knowing that 
the third-party is in fact subcontracting 
some of their services offshore.”
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compliance with specified laws and regulations, 

access to information for performance and risk 

management, the right to audit third parties and their 

subcontractors, and business continuity. companies 

in all industries need to be comfortable the initial 

perceived benefits of a proposed relationship will not 

be offset by reputational risks and non-compliance 

costs. performance under the contract should 

be defined, but as noted, appropriate oversight 

and management controls should be established, 

including dispute resolution, indemnification, cost 

and compensation for non-compliance with contract 

and default and termination.

hurrell: contracts must focus on standards and 

quality and all other aspects which could impact on 

reputation. However, contracts should be drafted in 

a way that emphasises the partnership aspect and 

encourages open dialogue. For example, penalty 

clauses should usually only kick in if there has not 

been a voluntary disclosure of a problem within a 

prescribed period.

RC: Organisations should maintain 
adequate oversight of third-party 
activities and the quality control 
measures governing products and 
services provided. What features should 
be included in a firm’s monitoring 
program?

Ivanoski: As a rule of thumb, third parties should 

be managed as if they were an internal department 

of the organisation. Assessing the quality of the 

products and services delivered by the third-party 

on a regular basis assists with understanding their 

performance relative to the contract. monitoring the 

contract’s specific terms and conditions is a way 

to ensure agreed-upon performance, control and 

risk management. monitoring of controls through 

on-site reviews; assessing changes to the business; 

reviewing policies and training requirements; and 

assessing the resiliency of the third-party with 

regards to its financial health and its ability to 

withstand business disruption, are activities that 

drive effective risk management.
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Bjelland: The first step is to fully understand 

the third-parties’ business lines and products. if 

a company does not understand how a product 

or service works at the third-party, they need to 

make sure that they become educated prior to 

beginning the relationship because a company 

cannot monitor something they do not understand. 

An example could be how specific software works, 

or how confidential information is encrypted 

and stored, or where data is housed. A lack of 

knowledge could lead to customer complaints or 

worse scenarios down the road. The features that 

should be included in a monitoring program are 

operational audits, vulnerability assessments, fraud 

monitoring and quality checks and controls. The 

policies and procedures for monitoring should be 

consistent across the board. A company should 

ensure that training of employees is adequate and 

experienced staff is employed, especially in key 

areas such as iT and security. These employees may 

cost more but it will save money in the long run. 

Examples of insufficient monitoring include recent 

cases where third-parties performing underwriting 

led to increases in delinquencies, or weaknesses in 

security led to information being hacked.

hurrell: There needs to be clear terms in the 

contract between the parties stating that appropriate 

standards of quality – safety and environmental 

protection, for example – will be achieved by the 

contractor. This requirement should be stated as 

an expectation of the contractor, but the principal 

should ensure that it does not assume responsibility. 

The firm should obtain assurance from contractors 

that standards are being achieved. Also, there should 

be confidentiality requirements in the contract.  RC&
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airmic

airmic is the association for everyone who has a responsibility 

for risk management and insurance for their organisation. 

members include company secretaries, finance directors, 

internal audit as well as risk and insurance managers. We 

support our members in a range of ways: through training 

and research by sharing information; through our diverse 
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and share ideas and information.
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dedicated to the advancement of federal Enterprise Risk 
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organisational objectives.

Dr Doug Webster 

co-Founder

Arlington, VA, United States

T: +1 703 441 2212

E: dougwebster@cambiocg.com

www. www.aferm.org



www.riskandcompliancemagazine.com	 risk & COMPLiANCE		Oct-Dec 2013	 93

EDITORIAL	PARTNERS

O R G A N I S AT I O N

australian Institute of Company 
Directors

australian Institute of Company Directors is Australia’s 

pre-eminent organisation for directors, dedicated to making a 

difference in the quality of governance and directorship. our 

role is to provide leadership on director issues and promote 

excellence in governance to achieve a positive impact for 
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today, RmA has approximately 2,500 institutional members. 

These include banks of all sizes as well as nonbank financial 

institutions. RmA is proud of the leadership role its member 

institutions take in the financial services industry.

Bill Githens

president and cEo

philadelphia, pA, United States

T: +1 215 446 4124

E: bgithens@rmahq.org

www.rmahq.org
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O R G A N I S AT I O N

Santa Clara university

Santa Clara university, a comprehensive Jesuit, catholic 

university located in california’s Silicon Valley, offers its more 

than 8000 students rigorous undergraduate curricula in arts 

and sciences, business, and engineering, plus master’s, ph.D., 

and law degrees. Distinguished nationally by the fourth-highest 

graduation rate among all US master’s universities, california’s 

oldest operating higher-education institution demonstrates 

faith-inspired values of ethics and social justice.

Dr hersh Shefrin 

professor of Finance

El camino Real, cA, United States

T: +1 408 554 6893

E: hshefrin@scu.edu

www. scu.edu

O R G A N I S AT I O N

WomenCorporateDirectors

WomenCorporateDirectors (WcD) is the only global 

membership organisation and community of women corporate 

directors. in this new era of responsibility, WcD is committed 

not just to good governance, but to governance with global 

vision. our members share information and insights in order 

to ensure best practices in corporate governance around the 

world. With over 2000 members in 54 global chapters who 

serve on over 3500 boards, WcD serves as a terrific catalyst 

for new thinking and networking. WcD has become a true 

champion for women directors and a vital source of expertise.

Bonita Z. Dorland

Advisory Board and member

new york, ny, United States

T: +1 212 628 6067

E: bonny.dorland@gmail.com

www.womencorporatedirectors.com
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