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Ethical Issues When Advising Clients 
to Preserve Social Media Evidence

W
e live in a very 
different digital 
world than the 
one that existed 
15 to 20 years ago. 

Social media, mobile devices, and 
text messaging have changed the 
way in which we all communicate 
with each other. One only has to 
read the headlines about politi-
cal adviser Paul Manafort sending 
messages using Wickr and Signal, 
or see the president’s latest tweets, 
to confirm this is true. More and 
more people post on Facebook, 
Instagram, Twitter, and a panoply 
of other social media platforms.

It is against this background 
that our legal system and attor-
neys are forced to operate. One 
of the most important obliga-
tions that litigants have is the 
duty to preserve documents or 
electronically stored information 

(ESI) relevant to their matter. It 
used to be easy for attorneys to 
advise their clients on how they 
should preserve information in 
connection with a pending mat-
ter. Asking a client to put aside 
hard-copy documents or imag-
ing or put aside a computer hard 
drive were obligations that could 
easily be relayed to a client.

Preservation of data becomes 
a much more complicated 
endeavor when a client is posting 
24/7 on Facebook or is tweeting 
prolifically or is communicating 
with friends using Signal or Con-
fide. The duty to preserve data 
applies equally to social media 
and messaging as it does to any 
other form of communication, 
and clients should be advised 
not to delete posts or deactivate 
or delete relevant social media or 
messaging accounts when a legal 

hold has been put into place.
This article will discuss some 

of the ramifications of living 
in this kind of world and will 
address how attorneys may 
advise clients to preserve these 
newer forms of data and the 
ethical risks that lawyers face 
when they do not have these 
sometimes-difficult conversa-
tions with their clients and when 
data spoliation takes place.

ADDICTED TO SOCIAL MEDIA
We live in a society where some 
individuals spend more time on 
social media than socializing with 
actual friends. Many people will 
post information on social media 
platforms about their travels, their 
meals, their moods, their politi-
cal opinions, and much more. 
As a result, more and more data 
finds its way onto social media 
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platforms. Many people find 
themselves posting on social 
media several times a day—and 
it is not just text, but also pho-
tos and videos, all of which can 
easily be uploaded from a per-
son’s phone. Even our president 
tweeted on average more than 
50 times per week over the past 
three years! (See https://tinyurl.
com/yyc55umq.) During this 
digital age, evidence gleaned 
from online sources, includ-
ing social media platforms such 
as Facebook, Twitter, YouTube, 
LinkedIn, and Instagram, has 
impacted an increasing percent-
age of litigation matters. A wide 
range of cases, including personal 
injury, employment, family law, 
contractual disputes, and trade-
mark infringement suits, can often 
be impacted by social media posts.

More and more people live 
in their carefully crafted social 
media worlds. Many of us can 
sense when a friend or acquain-
tance would rather come up with 
a great Facebook or Instagram 
post in lieu of actually having a 
fun real-life experience. Attor-
neys must keep this in mind 
when advising their clients.

Although content on a social 
media platform may seem to be 
different from e-mail content or 
electronic files saved to a com-
puter, the information stored on 
social media platforms is sub-
ject to the same preservation 
requirements as other forms of 
data. Some clients will immedi-
ately understand that their duty 
to preserve extends to the social 
media world. However, there 
have been unfortunate incidents 
where parties to a litigation 
thought that removing embar-
rassing or damaging information 
from Facebook was acceptable. 
There even have been incidents 
where attorneys actually advised 

clients to take down potentially 
damaging posts.

Courts have surely not treated 
social media content differently 
from any other source of data 
when it comes to data preser-
vation obligations. One of the 
earliest cases to address social 
media preservation, Lester v. 
Allied Concrete, resulted in 
severe sanctions being issued in 
a wrongful death suit. The rea-
son for the sanctions in that case 

was that the attorney for one of 
the parties advised the client to 
“clean up” his Facebook page 
because “we don’t want blow-
ups of this stuff at trial.” Lester v. 
Allied Concrete Co., No. CL08-
150 (Va. Cir. Ct. Sept 10, 2011), 
aff’d, No. 120074 (Va. Ct. App. 
Jan. 10, 2013). When this infor-
mation eventually came out, the 
court did not look kindly on this 
blatant spoliation of social media 
evidence, and the judge ordered 
the client to pay $180,000 and 
sanctioned the attorney $542,000 
and referred him to the Virginia 
State Bar, which eventually sus-
pended him from the practice of 
law.

More recently, an adverse 
inference was given in a disabil-
ity discrimination case where the 
plaintiff first claimed that she had 
lost access to a Facebook account 
uncovered by the defendant and 
later produced printouts of some 
portion of the Facebook profile 

along with some related pho-
tographs. When the defendant 
demanded that the social media 
content be produced in “native 
format,” the plaintiff “responded 
that she had deleted her Facebook 
account after her previous pro-
duction.” The court found that 
plaintiff’s deletion of her Face-
book account “may have caused 
prejudice” by depriving the 
defendants of “relevant metadata 
that would have been contained 

in the deleted Facebook page,” 
and the court proceeded to apply 
an adverse inference against the 
plaintiff. Mercado Cordova v. 
Walmart Puerto Rico, Inc., 2019 
WL 3226893 (D.P.R. July 15, 
2019).

This case demonstrates how 
courts have matured in the way 
that they analyze preservation of 
social media content. In this case 
the court issued an adverse infer-
ence at least in part because the 
plaintiff had merely “printed” 
pages from her Facebook page 
and provided photographs 
without accompanying meta-
data. Because she subsequently 
deleted her Facebook account, 
she could not provide additional 
information.

There are a variety of social 
media preservation tools, most 
of which are not very expensive. 
These tools are not perfect, but 
most are reasonably priced, and, 
when used, they will preserve the 
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content and related metadata from 
a social media account. In many 
situations it may make sense to 
preserve a social media account 
using these tools, but, at a min-
imum, attorneys need to advise 
their clients that social media 
content is like any other source 
of data and is subject to the same 
preservation obligations.

SOCIAL MEDIA 
PRIVACY SETTINGS
There are definitely matters in 
which an attorney will have 
a client who overuses social 
media and whose posts are not 
at all helpful to the case. It is an 
unfortunate reality that social 
media postings may serve as fod-
der for embarrassing and endless 
discovery or cross-examination. 
For the reasons stated above, 
an attorney should not advise 
clients to delete posts or deac-
tivate accounts without having 
forensically preserved these 
accounts. However, an attor-
ney may advise clients to adjust 
their privacy settings and limit 
their social media postings from 
that point forward. Many peo-
ple do not realize how much of 
the information that they post 
on social media is publicly avail-
able. Depending on the type of 
matter, it can be important for 
attorneys to review their client’s 
social media footprint. If they 
do not have the capabilities to 
perform such research, they can 
retain third-party consultants 

to assist them.
Several bar associations have 

indicated that as long as con-
tent is preserved, attorneys may 
advise their clients to adjust the 
privacy settings on their social 
media accounts. In these situ-
ations, individuals would still 
need to produce such content if 
requested during the course of 

discovery or depositions. The 
Philadelphia Bar Association 
issued an ethics option stating 
that a lawyer may advise clients 
to change the privacy settings 
on their social media page, as 
long as the lawyer does not 
instruct or permit clients to 
delete or destroy any “relevant” 
content “so that it no longer 
exists.” Even though a change 
in one’s privacy settings would 
restrict immediate access to 
the content of the social media 
profile, it would not prevent 
the opposing party from being 
able to obtain such informa-
tion through discovery or by 
way of a subpoena. Philadelphia 
Bar Association Professional 
Guidance Committee, Opinion 
2014-5 (July 2014). The Florida 
Bar Association issued an advi-
sory opinion that noted that “a 
lawyer may advise a client to 
use the highest level of privacy 
setting[s] on the client’s social 
media [accounts].” Professional 
Ethics Committee of the Flor-
ida Bar, Advisory Opinion 14-1 
(June 25, 2015).

SOCIAL MEDIA ETHICS 
GUIDELINES
In 2014, the Social Media Com-
mittee that I co-chair for the 
New York State Bar Association 
(NYSBA) first issued its Social 
Media Ethics Guidelines. These 
guidelines were most recently 
updated in June 2019 (https://
tinyurl.com/y3e77fzg) to assist 
attorneys in grappling with social 
media ethical issues, including 
guidance on attorney advertising, 
communicating with clients, pro-
viding legal advice through social 
media, reviewing and using social 
media as evidence, researching 
jurors, and using social media 
to communicate with a judicial 
officer. There are many ways in 
which attorneys can be tripped 
up when dealing with social 
media, and these Social Media 
Ethics Guidelines can be useful 
when an attorney has a question 
regarding how to handle social 
media in various contexts.

NEW FORMS OF 
COMMUNICATION
In recent years, technology has 
led to people finding new ways 
to communicate with their 
friends, family, and colleagues. 
There was a time when most 
digital communication would 
take place via e-mail. In today’s 
world, people frequently com-
municate with each other using 
text messages and will utilize 
various messaging apps on their 
phones, including WhatsApp, 
Signal, Confide, and many oth-
ers. Some of these apps have 
been created so as to leave no 
record of the communication. 
Messages sent by apps that 
utilize ephemeral messaging, 
including Confide, Signal, and 
Wickr, will automatically dis-
appear after they are read. In 
addition, people increasingly use 
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chat platforms such as Slack to 
collaborate with colleagues.

In the context of litigation, 
it is important for attorneys to 
understand how their clients are 
communicating and where rel-
evant communications may be 
located. In particular, if an attor-
ney knows that a client uses an 
ephemeral messaging app, they 
should not be using such appli-
cations to communicate if their 
communications are the subject 
of a litigation hold. While there 
are valid reasons for a company 
to utilize ephemeral messag-
ing—including reduction in 
storage costs, privacy concerns, 
and confidentiality concerns, to 
name a few—these kinds of mes-
saging platforms can be prone 
to abuse when their use is not 
curtailed in light of pending liti-
gation. Recently, a federal court 
in California dismissed a case 
due to data spoliation, in par-
ticular, senior management’s 
specific direction to use ephem-
eral messaging months after the 
litigation was filed—apparently 
in an attempt to evade discovery. 
WeRide Corp. v. Huang, 2020 
WL 1967209, *9, 11 (N.D. Cal., 
Apr. 24, 2020).

In order to avoid this kind of 
outcome, attorneys need to keep 
up with technology and be able 
to advise their clients with regard 
to these messaging systems. In 
addition, corporations need to 
put in place policies that explain 
the proper use of various types 
of communication as well as an 
effective legal hold policy and 
process that addresses ephemeral 
messaging, if it is being used.

DUTY OF TECHNOLOGICAL 
COMPETENCE
Many governing bodies have 
indicated that attorneys have 
an expectation or duty of 

competence as it relates to tech-
nology. Back in 2012, the ABA 
House of Delegates voted to 
amend Comment 8 to Model 
Rule 1.1, which pertains to com-
petence, to revise the section 
that requires lawyers to “keep 
abreast of changes in the law and 
its practice” to include keeping 
up with “the benefits and risks 
associated with relevant tech-
nology.” New York and many 
other states have adopted similar 

language in their rules of profes-
sional conduct. The New York 
County Lawyers Association 
Professional Ethics Committee 
held that “[t]he duty of compe-
tence expands as technological 
developments become integrated 
into the practice of law” and that 
lawyers “should possess the 
technological knowledge neces-
sary to exercise reasonable care 
with respect to maintaining client 
confidentiality. . . .” New York 
County Lawyers Association 
Professional Ethics Committee, 
Formal Opinion 749 (2017).

In addition, some ethics 

committees have tied this tech-
nological duty of competence 
directly to social media. In Sep-
tember 2014, the Pennsylvania 
Bar Association interpreted Rule 
1.1 of the Model Rules of Pro-
fessional Conduct to require that 
lawyers have “a basic knowledge 
of how social media websites 
work,” as well as the ability to 
advise clients about the legal 
ramifications of using these 
sites. Pennsylvania Bar Associa-
tion Formal Opinion 2014-300, 
“Ethical Obligations for Attor-
neys Using Social Media.” In 
addition, NYSBA’s Social Media 
Ethics Guidelines suggest that an 
attorney possess an understand-
ing, at a minimum, of the most 
basic functions of how social 
media platforms works, what 
information (particular client 
confidences) might be exposed, 
and to whom and how, and the 
ethical impact of the usage. This 
duty of competence affects how 
an attorney must think about 
technology and how clients com-
municate and store data.

The practice of law has 
changed dramatically in recent 
years. Lawyers have a duty to 
keep up with technology and 
understand how their clients are 
communicating so that they can 
understand where relevant data 
might be located. As technology 
continues to evolve, lawyers will 
be challenged to keep up with 
technology so that they can effec-
tively counsel and advise their 
clients. n
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