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Most multinational companies have rolled out programs to 
facilitate compliance with the European Union’s General Data 
Protection Regulation (GDPR). Enforcement under the GDPR 
began in 2018 and included several multimillion-dollar fines 
issued against companies for violations. On the tail of Europe’s 
sweeping data protection regulation, countries outside the EU 
and some states (e.g., California) have enacted or amended laws 
to align more closely with Europe. 

Singapore’s data protection law, the Personal Data Protection 
Act 2012 (PDPA), took effect on January 2, 2013, and is 
enforced by the Personal Data Protection Commission (“the 
Commission”). Like the GDPR, the PDPA has an extraterritorial 
effect, meaning it applies to organizations collecting, using, or 
disclosing personal data of Singaporean residents regardless 
of whether the organization itself has a physical presence 
or is registered as a company in Singapore. Also like the 
GDPR, the PDPA requires that covered businesses appoint 
a data protection officer (DPO) who is responsible for the 
organization’s compliance with the PDPA. 

On November 2, 2020, the Singapore Parliament passed several 
amendments to the PDPA aimed at “strengthening consumer 
trust through organizational accountability.”1 Like recent 
legislation in Brazil, California, and Canada, the amendments 
to the PDPA adopt several of the GDPR’s pro-consumer 
obligations, especially regarding data breaches. Parliament did 
not delay the enforcement of these new amendments, and we 
recommend businesses update their Singaporean programs 
immediately to comply with these new measures. 

Key provisions in the amendments include:

          -  increased data-breach reporting requirements and fines for 
noncompliance

          - new rules regarding individual consent to data processing

          - a new limited right-of-data portability for individuals

          - a new criminal offense for mishandling data

1  Ministry of Communications and Information, “Opening Speech by Mr S Iswaran, Minister for Communications and Information, at the Second Reading of 
the Personal Data Protection (Amendment) Bill 2020,” Pressroom (November 2, 2020), available at: https://www.mci.gov.sg/pressroom/news-and-stories/
pressroom/2020/11/opening-speech-by-minister-iswaran-at-the-second-reading-of-pdp-(amendment)-bill-2020?pagesize=18 
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Data Breach Reporting Rules 
Businesses that process the personal data of Singapore residents must 
notify the Commission no later than three days after a data breach has 
been discovered. This notice timeline aligns with the GDPR seventy-two-
hour rule. A “data breach” is the “unauthorized access, collection, use, 
disclosure, copying, modification or disposal of personal data; or the 
loss of any storage medium or device on which personal data is stored in 
circumstances where the unauthorized access, collection, use, disclosure, 
copying, modification or disposal of the personal data is likely to occur.”2 

The business must notify the Commission if the breach results in or is likely to 
result in harm to affected individuals or if more than five hundred individuals 
are affected. The business also must directly notify individuals affected if the 
breach is likely to result in significant harm to those individuals. 

The rule has exceptions, including having in place technical protections, 
such as encryption, that prevent cyber criminals from having meaningful 
access to the stored data. The Commission is expected to draft clarifying 
regulations to define these obligations further. Until those are released, the 
Commission’s Guide to Managing Data Breaches 2.0 provides guidance.3

Changes to Consent 
As is the case in much of the Asia–Pacific (APAC) region, Singapore’s data 
protection law focuses primarily on individual consent to process personal 
data. In this way, Singapore has historically had a significantly different view 
of consent than that of Europe. The amendments to the PDPA bring the city-
state closer to Europe while still maintaining the traditional focus on consent. 

The changes to the PDPA clarify when an organization can rely on 
“deemed consent,” sometimes called “implied consent.” Deemed consent 
exists any time personal data is processed to complete a transaction 
or perform a contract, or where an individual was given notice and a 
chance to opt out. The notice must be clear and easy to understand 
and must include: (i) the business’s intention to collect, use, or disclose 
the personal data; (ii) the purpose of such collection, use, or disclosure; 
and (iii) a reasonable period within which, and a reasonable manner by 
which, the individual may notify the business that he or she does not 
consent to the proposed collection, use, or disclosure. 

The amendments also allow processing without consent where the 
business has a “legitimate interest” in doing so. A business can rely on 
the legitimate interest exception where the legitimate interests of the 
business and the benefit to the public together outweigh any adverse 
effect on the individual. To rely on the legitimate interest exception, 
businesses must conduct a risk and impact assessment and disclose 
to affected individuals any reliance on legitimate interests. 

Importantly, a business cannot use this exception to send direct 
marketing messages to individuals. 

The amendments also allow a business to process personal data without 
express consent for “business improvement.” The business improvement 
exception applies to “efficiency and service” improvements to develop or 
enhance products or services, or to know more about a business’s customers. 
This exception is broad and will likely apply to data analytics performed 
on websites, social media platforms, Internet of Things devices, and other 
touchpoints between the business and consumers. It is somewhat limited 
in that the use of personal data must be restricted to what a reasonable 
person would consider appropriate in the circumstances, and the data must 
not be used to make a decision that is likely to have an adverse effect on any 
individual. This exception also allows multinationals to share this information 
within their corporate group without specific consent to do so. 

Data Portability
Singaporeans will now have a limited right to request that a business with 
their personal data transmits that personal data to another service provider. 
This obligation applies where a) the user-provided data and data about a 
user, including business contact information, is held in electronic form; 
b) the requesting individual has an existing direct relationship with the 
business; and c) the receiving business has a presence in Singapore. The 
Commission is expected to issue regulations further defining this right. 

2  Singapore Personal Data Protection Act Amendments, amending Section 24 (a) and (b). See https://www.parliament.gov.sg/docs/default-source/default-
document-library/personal-data-protection-(amendment)-bill-37-2020.pdf 

3  Singapore Digital and Personal Data Protection Commission Singapore, Guide to Managing Data Breaches 2.0 (2019), available at: https://www.pdpc.gov.sg/-/
media/Files/PDPC/PDF-Files/Other-Guides/Guide-to-Managing-Data-Breaches-2-0.pdf
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Fines and Enforcement 
The amendments to the PDPA increased the penalties for 
noncompliance and data breaches. For data breaches, businesses whose 
annual turnover in Singapore exceeds $10MM (SGD) face fines up to 10 
percent of their annual turnover in Singapore. All other businesses may 
be fined up to $1MM (SGD). 

The amendments also focus on individual accountability for 
mishandling personal data. Businesses and individual business 
leaders face a penalty for “egregiously” mishandling personal data in 
their possession or under their control, such as:

          - knowing or reckless unauthorized disclosure of personal data

          -  knowing or reckless unauthorized use of personal data for a 
wrongful gain or a wrongful loss to any person

          -  knowing or reckless unauthorized reidentification of anonymized data

The proposed penalty for such offenses is a fine not exceeding SGD 
5,000, imprisonment for a term not exceeding two years, or both.

What Does This Mean for My 
Business? 
The new PDPA measures are not as strict as the GDPR, especially 
with respect to monetary liability, but they demonstrate a 
commitment to and focus on protecting personal data in Singapore. 
Multinationals that operate in Singapore that have not already done 
so should appoint a DPO, register with the Commission, and stay 
abreast of the regulatory guidance that will follow these changes 
in the law. It is also important to look at your personal data breach 
reporting and response procedures to ensure your business can meet 
the three-day reporting timelines. Also, changes to the notice and 
consent rules warrant examining your existing privacy notices to 
ensure that descriptions of data collection are accurate and reflect 
these new changes. 

Don’t want to appoint an internal person as your DPO in Singapore? 
BRG serves clients as an outsourced DPO in most places in the 
world, including in Singapore. Contact us today to learn how we can 
help you navigate these new amendments and the greater global 
privacy landscape
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About BRG
Berkeley Research Group, LLC (BRG) is a global consulting firm that helps leading organizations 
advance in three key areas: disputes and investigations, corporate finance, and performance 
improvement and advisory. Headquartered in California with offices around the world, we are 
an integrated group of experts, industry leaders, academics, data scientists, and professionals 
working beyond borders and disciplines. We harness our collective expertise to deliver the inspired 
insights and practical strategies our clients need to stay ahead of what’s next. Visit thinkbrg.com 
for more information. 
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