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Chicago digital forensics lab for Berkeley Research Group, LLC’s Global Investigations + Strategic 
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This article explores three critical barriers that have been erected over the years to limit 
the collection of certain types of electronic communication: the legal, the logistical, 
and the cryptographic. It discusses the origins of the Stored Communications Act, 
how its application to collecting user communications has been forced to evolve 
in the era of “Bring Your Own Device,” and how the advent of cryptographically 
secure third-party messaging applications has upended many assumptions about the 
meaning of “possession, custody, or control.”

The Federal Rules of Civil Procedure impose an obligation to preserve and produce 
documents that are in a party’s “possession, custody, or control.” But the Federal Rules 
do not define what constitutes “possession, custody, or control.” 

“POSSESSION, CUSTODY, OR CONTROL”

These terms have been examined by the courts, and a body of case precedent has 
emerged that divides the problem generally into two variants, depending on the 
jurisdiction. The concept of “legal right” involves situations in which a party has a 
legal right to obtain and produce documents but may not have direct possession of 
that material. For example, parties may have a contractual relationship that explicitly 
provides to each one a legal right to documents held by the other. 

Alternatively, the concept of “practical-ability” involves situations in which a party 
has the ability to produce responsive documents but may not have the legal right to that 
material. Crucially, these two tests involve the analysis of relationships among parties, 
which is a familiar domain for lawyers and courts and is the typical battlefield for sorting 
out legal conflicts. 

These tests, however, omit a third, nettlesome scenario in which a party might 
have the legal right to certain responsive documents and might have some form of 

By David Kalat*

Dispossessed, Beyond Custody, and 
Out of Control: Where the Stored 
Communications Act and the Federal 
Rules of Civil Procedure Meet Modern 
Communications Technology
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“possession” of that data in electronic form, but finds that the technological character 
of the communication platform used to create and store that data makes producing it 
difficult or even impossible. 

HOW MIGHT SUCH A SITUATION ARISE?

A memorable example of this issue arose in the aftermath of the December 2, 2015, 
terrorist attack in San Bernardino, California. The incident left 14 dead civilians, two 
dead suspects, and one iPhone 5c. Perhaps the device contained communications, 
photos, or GPS data that might give investigators insight into how the phone’s user 
planned and conducted the attack, who his accomplices and confidants might have 
been, or even what other threats might be lurking. Problematically, the device was 
locked with an unknown passcode.

The Federal Bureau of Investigation (“FBI”) asked Apple to provide assistance in 
unlocking the device. Apple very publicly declined. The FBI then got a court order 
mandating Apple provide certain technical assistance. Apple refused to comply. The 
Department of Justice filed suit to compel the company to comply with the order. By 
that point, the debate had left the arcane realm of tech nerds and policy wonks and 
spilled over into the nightly news, the Sunday talkies, the office water cooler – even the 
presidential campaign. 

As visible and public as this debate was, it should be emphasized that the locked 
phone was used by a suspected terrorist who had died before being questioned. It is not 
especially surprising that this device would be difficult to access. What made the debate 
so complex and contentious was the question of Apple’s role in resolving the problem 
– and whether the short-term solution to a law enforcement challenge would create a 
much larger long-term privacy risk for other users.

By contrast, consider this scenario: A witness in an ongoing investigation has relevant 
and responsive communications on her phone. She is not under any cloud of suspicion, 
is not an adverse party, and is willingly complying with her discovery obligations. She is 
alive, the phone is in her possession, all relevant passwords and PIN codes are known, 
and the messages in question have not been deleted. She has the services of a professional 
forensic vendor to preserve and produce the communications at issue. But – and here is 
the rub – the messages cannot be produced because of the same challenges with strong 
encryption that caused the San Bernardino phone to be so wretchedly difficult.

This is no hypothetical. It actually happened – I was the forensic vendor tasked with 
recovering and producing encrypted messages in response to a subpoena. Although 
some messages were produced in the form requested by investigators, a significant 
number could be produced only as screenshots from the phone’s display, because the 
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encrypted messaging app could not be accessed forensically. This outcome was vexing 
to all concerned. 

With the rise of encrypted messaging apps, it is to be expected that these issues will 
not only recur but become more frequent. 

HOW DID WE GET HERE, AND HOW DO WE MOVE PAST THIS? 

This article explores three critical barriers that have been erected over the years to limit 
the collection of certain types of electronic communication: the legal, the logistical, and 
the cryptographic. It will explore the origins of the Stored Communications Act, how 
its application to collecting user communications has been forced to evolve in the era 
of “Bring Your Own Device,” and how the advent of cryptographically secure third-
party messaging applications has upended many assumptions about the meaning of 
“possession, custody, or control.” 

THE STORED COMMUNICATIONS ACT

In 1984, Senator Patrick Leahy (D-Vermont) became aware of a problem with 
wiretapping regulations set forth in Title II of the Omnibus Crime Control and 
Safe Streets Act of 1968 and the Foreign Intelligence Surveillance Act (“FISA”) of 
1978. The laws governed only communications that could be heard and articulated 
the circumstances under which wiretapping would be permissible. Developments in 
telecommunications had outpaced FISA, and voice calls increasingly were no longer 
“hearable” in transmissions, as they were conveyed as digital data packets. That put them 
outside the explicit protections of the law.

After confirming with the attorney general that “nonaural” calls did not require a 
warrant or nonconsensual interception under FISA, Leahy held hearings to publicize the 
problem. Invoking the Orwellian prospect of unlimited warrantless wiretapping – the 
hearings, perhaps too perfectly, were held in 1984 – Representative Robert Kastenmeier 
(D-Wisconsin) introduced a bill to bring traditional privacy protections to modern 
technology. That bill would be signed into law by President Reagan in October 1986.

The law provided explicit privacy protections for wire, oral, and electronic 
communications at the time of the communications, during transmission, and – crucially 
– when they are stored on computers. This applies to email, telephone conversations, 
and data stored electronically. The law’s architects considered the distinction between 
message contents (which enjoyed a heightened degree of privacy) and metadata (more 
easily disclosed to government agencies and third parties), using the analogy of the 
outside of an envelope that shows the sender, receiver, and date of transmission but not 
the content of the communication.
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1 Codified at 18 U.S.C. Chapter 121 §§ 2701–2712.
2 252 F.R.D. 346 (E.D. Mich. 2008).

The Stored Communications Act (“SCA”)1 also distinguished carefully between 
“electronic communication services,” which facilitate the sending and receiving of wire 
or electronic communications; and “remote computing services,” which provide storage 
or computing resources to subscribers or consumers. These distinctions have proven 
robust and resilient, while bringing the law’s reach to contemporary cloud-computing 
systems and other technologies that probably sounded like science fiction in the mid-
1980s.

Absent the SCA’s protections, gathering electronic communications from the 
centralized servers that managed their transmission would often be the most technically 
efficient means of collection. Today, though, most central servers are cloud-based systems 
run by third-party providers, meaning the SCA’s protections apply. Thanks to the SCA, 
there is a legal hurdle to obtaining access to certain types of electronic communications 
that might otherwise appear to be in possession, custody, or control of a given party. 

THE MAYOR, THE STRIPPER, AND THE PRECEDENT THAT WASN’T

The administration of former Detroit Mayor Kwame Kilpatrick left behind no 
shortage of scandals, controversies, lawsuits, and sundry criminal convictions. One case, 
however, has cast a strange shadow in an unexpected direction. The unsolved murder 
of Tamara Greene involved a potent mix of sex and politics, angry wives and murdered 
strippers, allegations of coverups and backroom deals. It also resulted in a landmark 
decision regarding eDiscovery. 

Articles, blogs, client alerts, and other legal commentary have highlighted the 
important precedent set in Flagg v. City of Detroit.2 What you may not know is that the 
pace of technological change can sometimes lap the pace of legal precedents. Flagg was 
obsolete almost immediately.

In the fall of his first term, Kilpatrick allegedly hosted a party at the Manoogian 
Mansion, the city-owned residence of the mayor of Detroit. According to the stories, 
among the “performers” at the party was a dancer named Tamara “Strawberry” Greene. 
Kilpatrick’s wife supposedly returned home unexpectedly early, took exception to the 
proceedings, and assaulted Greene. Witnesses and investigators disagree on whether 
these things happened. Six months later, Greene was shot to death in her car in a drive-
by shooting.

The investigation into her death stalled, encountered various stumbling blocks 
(misplaced evidence, reassigned detectives, red tape), and produced no results. 
Meanwhile, rumors spread that the killer was a Detroit police officer – closing a loop 
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that had opened at that out-of-control party in 2002 – and that the investigation had 
been deliberately derailed from within. Greene’s teenage son, through an intermediary, 
sued the city, claiming that the incompetent investigation deprived him of any chance 
to seek civil redress from the killer.

The plaintiff requested production of the text messages between the mayor, police 
chief, and city employees. If a coverup had been directed from the top, perhaps evidence 
of it would be found in these communications. 

The city, however, did not have direct and unfettered “possession, custody, and 
control” of these communications. The messages had been transmitted via SkyTel, 
the city’s vendor of telecommunications services, and resided on SkyTel’s servers. The 
plaintiff subpoenaed SkyTel for the messages.

The city objected to the subpoena on the grounds that the Stored Communications 
Act was a legal barrier prohibiting the disclosure of SkyTel’s customer data. In the years 
since the SCA’s enactment, a majority of courts have held that it prevents internet 
service providers and social media platforms from producing the postings or emails 
of their subscribers or customers in response to a civil subpoena (criminal cases are 
treated differently than civil ones, and a provider’s cooperation with law enforcement is 
a separate matter). 

Providers are also wary of violating the Federal Trade Commission Act or individual 
state data privacy laws. At best, a provider may comply with a subpoena calling for 
evidence of an account’s ownership, which may be useful in establishing proof that a 
given subject authored certain content. 

In Flagg, the court ultimately found that the SCA did not prohibit SkyTel from 
producing the relevant, nonprivileged texts sought by the plaintiff’s subpoena. Almost 
immediately, legal commentators and eDiscovery specialists noted the significance of this 
legal precedent – at the same time, its relevance was eroded, as fewer and fewer service 
providers even store copies of users’ text messages long enough to be of subsequent 
value. 

Most providers now do not store the message content after it has been delivered, 
while some providers retain the message content for only a handful of days. Regardless 
of whether the SCA places restrictions on these providers’ lawful ability to respond to a 
subpoena, the data in question is often not available as a logistical matter. In these cases, 
the text message content must be recovered from other sources – such as the user’s own 
device or a backup of that device stored on a computer or cloud service. 

THE RISE AND FALL OF THE BLACKBERRY

In 1984, a pair of engineering students named Mike Lazaridis and Douglas Fregin 
founded a computer science consulting company they called Research in Motion 
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(“RIM”). In its first decade, the company experimented with hardware and software 
projects aimed at the business and consumer markets. Like many tech-savvy busy people 
of their generation, Lazaridis and Fregin wore pagers on their belts, and being especially 
tech-savvy busy people, they forwarded their email to those pagers. This made it easy 
to see incoming email while on the go, but there was no means of replying without 
returning to their desks. RIM realized this routine daily annoyance was a business 
opportunity and decided to drop everything else and fix the problem once and for all.

In 1999, RIM launched the new product – a handheld device that combined the 
functions of a two-way pager with built-in email and rudimentary web browsing. The 
rounded shape of the device and the tiny globe-like keys on its QWERTY keyboard 
inspired a vaguely derisive name: the “BlackBerry.”

Skeptics wondered why anyone would want to have their email follow them away 
from the office, but RIM’s sales team had an idea about who would want such a thing. 
From the beginning, the marketing push was aimed at the C-suite to woo corporate 
clients with the appeal of the “desktop redirector.” Just buy this contraption and install 
the management application, and your desktop’s communications become liberated 
from the desk itself. Many clients latched on to the obvious utility; others were more 
persuaded by the symbolism of perceived VIP importance. In 2003, Oprah Winfrey 
called the BlackBerry one of her “favorite things.” There were over two million subscribers 
by 2004 and over 10 million subscribers by 2007.

In 2007, BlackBerry’s dominance changed, thanks to the introduction of Apple’s 
iPhone – followed the next year by the first Android phone. These early versions of 
smartphones were inferior products on many matrices: poorer battery life, weaker 
security. They were, however, immensely appealing to consumers, who were attracted to 
the “candy bar” design and functionality for games, music playback, and photography.

Crucially, however, the smartphone revolution overthrew the old regime without 
installing a replacement. Blackberry tumbled but did not disappear. Despite its cultural 
cachet and significant name recognition, the iPhone holds only a fraction of the market. 
Most smartphones are based on the Android operating system, but these devices come 
from a myriad of different hardware companies, and hundreds of new models are 
released every year. Other systems live in the shadows of the Android versus iPhone 
giants: Windows Phones, Sailfish, Symbian, Tizen, and MIUI, among others.

Although most people use smartphones, no one technology dominates.

BYOD

In the wake of the smartphone revolution, corporate IT departments now had to 
contend with a workforce that was bringing personal mobile devices to work, where 
they would often connect to the corporate network in some way. This posed a host of 
new risks.
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Some were security risks: employees’ personal mobile devices could bring malicious 
software into the otherwise secure corporate network, or could be used to leak or steal 
confidential corporate documents and information. 

Some were operational concerns: the many additional devices would place extra 
burdens on corporate Wi-Fi, or employees might expect that the IT department would 
provide tech support for devices that IT had neither selected nor vetted. 

Some were legal risks: the business might have a legal obligation to access business 
records that had come to be stored on a personally owned device outside its immediate 
control, or accessing corporate records on a personally owned device could violate that 
person’s privacy if their personal data on the same device were exposed. 

The business community settled on an “if you can’t beat ’em, join ’em” solution to 
the problem. Bring Your Own Device (or “BYOD”) was a catchall buzzword to describe 
the idea that employees would now supply their own devices in addition to or instead 
of the ones selected by their IT departments. Many employers instituted official BYOD 
policies to govern the distinction between personal and corporate data. Often, BYOD 
policies mandated the use of special management software like Airwatch, MobileIron, 
and Zenprise. 

These and other applications allowed corporate IT departments to monitor and 
manage how company data could be accessed on a device. The applications also could 
wipe the device’s memory remotely (in whole or in part) if the device was lost or stolen, 
or upon the termination of the employee. BYOD policies also frequently required the 
use of PIN-protected lock screens and encryption to further protect the data on the 
device from unintended disclosure. 

The advantages of BYOD were many and obvious. Businesses could lower their IT costs 
considerably by no longer purchasing fleets of devices for their staff – even businesses 
that opted to provide stipends to their employees to cover BYOD costs enjoyed savings. 
Employees in turn could select the device that best suited their tastes and needs. 

Further, the fact that a handful of individual corporate contracts no longer accounted 
for the majority of handset sales meant that instead of a monolithic dominance by a 
single company, the smartphone industry would reap the benefits of robust, and intense, 
competition. 

The downsides, however, were also real, but less obvious at first. 

In the BlackBerry era, businesses and their IT departments held a measure of control 
over the wireless communications on their network. Communications on the individual 
BlackBerry devices were managed centrally on company-owned BlackBerry servers 
running proprietary content management software. If a need arose to forensically 
capture and analyze data from a custodian’s device, the data could be obtained directly 
from the server without having to wrangle with the handset. 
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3 The Sedona Conference Glossary: eDiscovery & Digital Information Management, Fifth Edition, 21 
SEDONA CONF. J. 263 (2020).

As employees increasingly obtained personal mobile devices from this diverse IT 
ecosystem, however, that closed system was forced open. Collecting data from mobile 
devices in the BYOD era would mean a riot of competing technologies. No single 
forensic tool could hope to guarantee data collection and analysis from every possible 
combination of hardware, operating systems, file systems, firmware, and wireless carriers.

THE TROUBLE WITH MOBILE DEVICE FORENSICS 

Collecting and preserving data directly from individual mobile devices such as 
smartphones, as opposed to centralized data collection from a master server, poses 
challenges oriented primarily around the ways in which these devices deploy encryption.

Although mobile devices are computers in every sense of the term, are increasingly 
ubiquitous in their use and application, store ever greater volumes of data, and are 
increasingly expected to be included in the scope of eDiscovery preservation issues, 
unique technical issues complicate the ability to collect and analyze their contents. As 
technology has advanced, these technical problems have increased. As manufacturers 
improve their users’ security, the avenues for forensic capture narrow. 

The Sedona Conference defines a “forensic copy” as an “exact copy of an entire physical 
storage media . . . including all active and residual data and unallocated or slack space on 
the media.”3 The key word in that sentence is “physical.”

Physical data refers to the actual state of the digital storage medium – in other words, 
which bits are set to 1s and which are set to 0s. The physical data is not necessarily the 
same as the informational content of that data. A computer system does a lot of work 
behind the scenes to maintain its operations, and this work takes place using the same 
storage media used to store user files. A “physical” copy, then, is a copy that maintains 
all those hidden system files, deleted files, fragmented files, and other data scraps in their 
original states. The alternative is a “logical” copy of active user data. 

As far as the Sedona Conference is concerned, the physical copy is the one that counts 
as a forensic copy – whereas a logical copy is a copy prepared “in a forensically sound 
manner.” This distinction can lead to tricky challenges when applied to mobile devices. 

In traditional computer forensics, a physical copy is obtained usually by opening up 
the computer, removing the hard drive or storage media, and duplicating its contents 
using specialized forensic tools. Mobile devices present a radically different profile. They 
are engineered to be lightweight, compact units capable of functioning smoothly even 
when jostled about in the user’s bags or pockets. They do not have removable drives – 
instead, their internal memory consists of circuit boards made of flash memory chips. 
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Most important, though: The majority of Android and Apple iOS devices currently in 
use have device-level encryption installed. Encryption causes the physical data stored on 
the internal memory to be incomprehensible on its own. Decrypting the data involves 
more than just knowing the user’s passcode. That hardware-specific component within 
the device combines the user’s passcode with a “secret sauce” recipe that is unique to that 
specific device, currently cannot be replicated elsewhere, and can be decrypted only by 
using the device’s operating system. 

In practical terms, this means that the only viable method of collecting decrypted data 
from most current smartphones is to engage with the device’s operating system with the 
user’s password or PIN (or biometrics, as applicable). 

This was the problem faced by investigators on the San Bernardino attacker’s iPhone 
– without access to the password, they had no “backdoor” by which to decrypt the data.

What is significant in this context is that even when the user is compliant and the 
passcodes are available, it is still necessary to work through the live operating system of 
the device to decrypt the data. Because the operating system is needed to mediate the 
decryption, this means that any limitations or restrictions built into those operating 
systems will also serve to inhibit what data a forensic collection is able to extract. 

Like any computer, a mobile device has an operating system that provides the basic 
working environment in which other software (such as third-party apps) function. 
The operating system interacts with those apps through an Application Programming 
Interface (“API”). Forensic collection software can use APIs to communicate with the 
device’s operating system, which responds by outputting the requested data through the 
USB port. 

Interacting with the operating system in this way not only means obtaining a logical 
copy of the device contents – this logical data will be limited by the parameters set by 
the API. APIs vary from device to device and change over time as software is updated. 
Mobile device manufacturers limit what kinds of data can be exported through the API. 
Apple, for example, does not allow email content to be transmitted through the API. 

For security reasons, mobile device manufacturers isolate application data in their own 
private data islands. Depending on the app, its data may be inaccessible even though 
it is part of the logical data of the device. Think of it like a shopping mall. Obtaining 
the business records from the office of the company that administers the mall is not the 
same as getting access to the business records of the individual stores. 

Of course, apps are where the users do the things of greatest interest to investigators 
– send texts, go on Facebook, conduct online banking, take pictures, and so on. A data 
capture from a mobile device that omits much of the user’s app-based activity may be of 
limited value to an investigator.
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SECURE MESSAGING APPS

Secure messaging applications such as WhatsApp, Signal, or Telegram transmit 
encrypted data packets over the internet. From the standpoint of the telephone 
companies and other internet service providers that may be involved in transmitting 
these messages, there is no difference between these data packets and others that pass 
through their networks. The encryption makes the packets impenetrable, so the providers 
have no insight into their contents. 

Further, these communications platforms use “end-to-end encryption” meaning the 
messages are encrypted both in transit and at rest. The user’s device performs a live 
decryption of the message contents to display readable text in the software interface, but 
this is ephemeral. 

Typically, the software platforms for such services do not maintain centralized copies 
of messages. Instead, if copies exist, they exist on the users’ own devices themselves, 
along with any backup copies the users may choose to make for their own purposes. If 
both the sender and recipient of a given message delete their respective copies, there is 
typically no alternate source from which to recover that deleted communication.

By way of example, consider Signal, a secure messaging application that provides voice 
call and instant messaging functionality protected by end-to-end encryption. Signal’s 
encryption method protects the contents of encrypted messages from being read by any 
third party other than the sender and intended recipient. 

Signal does not store messages, conversation histories, or encryption keys in the cloud. 
Messages can be produced only from the user’s device itself. The locally stored copies 
of those messages are encrypted by Open Whisper Systems’ Signal Protocol, an open-
source system. When a user installs Signal on a smartphone, the application generates a 
set of encryption keys unique to that specific installation and stores a critical private key 
in a protected area within the operating system of that smartphone. 

On an iPhone, the encryption key is stored in the Keychain; on an Android 
smartphone, the key is stored in the Key Ring. In both types of devices, the operating 
system protects the security of that key. To obtain access to the complete Keychain or 
Key Ring of a device, it is necessary to override the built-in security protections afforded 
by the device’s operating system. For an iPhone, this entails “jailbreaking” the device 
to remove those security protections; for an Android device, obtaining “root” access 
removes those security protections.

Jailbreaking or rooting is technically advanced (that is, not an option for most casual 
users), likely voids the warranty, likely violates the user agreement, and may open the 
device to new categories of security vulnerabilities. That being said, some users opt to 
do so anyway. For some combinations of hardware and software, a forensic examiner 
or eDiscovery professional has options to jailbreak or root a device temporarily for the 
purposes of a collection. 
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Because the keys are generated uniquely at the time of installation, the private 
encryption key for a specific device is separate from the private encryption keys for any 
other device, even for the same user’s account. In addition to the inherent distinctions 
between separate keys for each individual smartphone, a further challenge is posed by 
the fact that updates to Signal’s software change how the encryption is managed and 
how the application stores data. Consequently, decryption methodologies that work on 
certain versions of the application do not work on other versions, even when the private 
encryption keys are available.

Taken together, these various protections add up to a significant hurdle to the forensic 
collection of Signal messages from an encrypted smartphone. In the specific case example 
alluded to earlier, a cooperative witness with responsive Signal communications on her 
smartphone could not produce a forensically preserved collection of those messages. 
The messages had not been deleted; the application data was stored on a device in her 
possession, and she had all necessary passcodes; and the particular model phone and 
operating system combination did yield to a forensic “jailbreak” by which to obtain the 
Signal database and protected encryption keys. Any of these steps could have gone awry, 
but in this instance each of these critical steps aligned in the best way. 

It was not enough. The version of the Signal software in use on that device was one for 
which the forensic community has not yet reverse engineered a way to actually turn the 
protected key in the encrypted lock, and so the message database remained encrypted 
and unreadable. 

In such scenarios, the forensic examiner or eDiscovery professional can opt to save 
screenshots from the user’s device, showing the messages as they are displayed within 
the application. Because the passcodes were known, the Signal software was still able to 
decrypt messages within its own interface. 

For larger-scale investigations or discovery projects, however, screenshots may be 
unsatisfying for various reasons. Instead of being collected automatically by controlled 
processes, they have to be saved individually by an examiner, which can be time 
consuming at large scale. Screenshots are essentially photographic images; the messages 
are not inherently searchable the way electronically stored text is. In situations where the 
investigator seeks deleted messages that may be retained in the locally stored database 
but not displayed by the active software, screenshots will not recover such content. 
Given the immense barriers posed to automated electronic data collection from such 
secure messaging applications, however, screenshots may be the only viable option in 
many instances.

LOOKING TO THE FUTURE

In the near-term future, producing screenshots of otherwise inaccessible encrypted 
communications likely will become more common and, consequently, more accepted. 
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In the meantime, the continued tension between the discovery community and the 
makers of secure messaging and privacy tools will remain at an impasse. Each new 
solution engineered by forensics and discovery professionals to access secure messages 
will be offset by updated software patches and new communications platforms.

For the foreseeable future, uncooperative subjects who opt for secure messaging tools 
in order to subvert and avoid their discovery obligations will continue to present an 
uncomfortably similar profile to cooperative custodians whose good-faith intentions 
to produce responsive communications are stymied by technology. Investigators and 
the courts should be sensitive to the differences between these scenarios, in order to 
rightly hold uncooperative subjects accountable for their obfuscations while also 
accommodating the cooperative subjects, even when their situations seem similar.

Any long-term solution to the problem will require a meeting of the minds between 
the competing interests of the legal community, discovery professionals, and privacy 
advocates. What form this may take remains to be seen. 

It is interesting to note that the 1986 SCA was a congressional reaction to the 
realization that modern technology had outpaced traditional privacy protections, and 
the law was an effort to realign them. 

Today’s situation is almost the reverse – modern technology has given greater strength 
to privacy protections than the law ever contemplated. It is unclear whether any change 
to that state of affairs is desirable – perhaps the ubiquity of strong encryption is a boon 
to user privacy that should not be destabilized. That privacy boon, however, is a misfit 
to current expectations regarding discovery obligations. The concept of “possession, 
custody, and control” will remain an awkward fit with respect to secure messaging 
applications as long as encryption technology places those messages beyond the ready 
collection of even authorized users.




