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Conducting Due Diligence on Financial Technology Companies

The Board of Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, 
and the Office of the Comptroller of the Currency published a guide1 that is intended to be a 
resource for community banks (its fundamental concepts also can benefit banks of varying 
sizes) when performing due diligence on prospective relationships with financial technology 
( fintech) companies. Community banks can tailor how they use relevant information from 
the guide, based on their specific circumstances, the risks posed by third-party relationships, 
product, service, or activity offered by the fintech company. The guide focuses on six key due 
diligence topics, including relevant considerations, potential sources of information, and 
examples, which we highlight. 

Business Experience and Qualifications

Business Experience 

Evaluating a fintech company’s business experience, strategic goals, and overall qualifications 
allows a community bank to consider the company’s experience in conducting the activity 
and its ability to meet the bank’s needs. 

Operational history provides insight into the company’s ability to meet a bank’s needs, 
including compliance with regulatory requirements, and customer needs. Legal or regulatory 
actions against a fintech company can be indicators of the company’s track record in 
providing activities.

Business Strategies and Plans

Inquiring about a fintech company’s strategies and management style may help a community 
bank assess whether a fintech’s culture, values, and business style fit those of the bank. Banks 
also can acquire insight into the company’s internal plans and whether that might affect 
the bank’s prospective activity.

Qualifications and Backgrounds of Directors and  
Company Principals

Understanding the background and experience of the fintech’s directors and executive 
leadership will provide the bank with necessary information about the company’s knowledge 
and experience related to the activity sought by the bank. 

1 Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, and Office of the Comptroller of the Currency, “Agencies issue guide to help community 
banks evaluate fintech relationships,” joint press release (August 27, 2021), available at: https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210827a.htm 
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Financial Condition

Financial Analysis and Funding

Evaluating a fintech’s financial condition helps a community bank assess the company’s 
ability to remain in business and fulfill obligations created by the relationship. Understanding 
funding sources provides useful information in assessing a fintech’s financial condition. 
Examples include funding through cash flow and profitability versus loans, capital injections, 
or planned public offerings.

Market Information

Information about the fintech’s client base provides insight into whether the company relies 
on a few significant clients or is well diversified. A community bank may consider a fintech’s 
susceptibility to external risks, such as geopolitical events that may affect the company’s 
financial condition.

Legal and Regulatory Compliance
Evaluating a fintech’s legal standing, knowledge about legal and regulatory requirements 
applicable to the proposed activity, and experience working within the legal and regulatory 
framework enables a community bank to verify the company’s ability to comply with applicable 
laws and regulations. 

Legal

Business licenses, charters, and registrations provide information on where a company is 
domiciled and authorized to operate and on legally permissible activities under governing 
laws and regulations. 

Regulatory Compliance

Reviewing a fintech company’s risk and compliance processes helps a bank to assess the 
fintech’s ability to support the bank’s legal and regulatory requirements, including privacy, 
consumer protection, fair lending, anti-money laundering, and other matters. Considering 
industry ratings and the nature of complaints against a fintech company may provide insight 
into potential customer-service and compliance issues or other consumer protection matters.
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Risk Management and Controls
Evaluating the effectiveness of a fintech company’s risk management policies, processes, and 
controls helps a community bank assess the company’s ability to conduct activities in a safe 
and sound manner, consistent with the bank’s risk appetite and in compliance with relevant 
legal and regulatory requirements.

Risk Management and Control Processes

Reviewing the fintech company’s policies and procedures provides insight into how the 
company outlines risk management responsibilities and reporting processes. A bank may use 
this information to see if the company’s risk appetite, policies, and procedures are in line with 
its own. Information about the nature, scope, and frequency of control reviews provides a bank 
with insight into the quality of the company’s risk management and control environment. 

The findings, conclusions, and related action plans from recent control reviews and audits provide 
insight into the effectiveness of the fintech’s program. Evaluation of a company’s reporting helps 
the bank consider how the fintech monitors key risk, performance, and control indicators. 

Information on a company’s training program assists the bank to evaluate how the company 
ensures that its staff remains knowledgeable about regulatory requirements, risks, and technology. 

Information Security
Evaluating a fintech’s information security (IS) measures allows a community bank to assess the 
integrity and accuracy of a fintech’s processes for handling and protecting sensitive information, 
including the bank’s customer information.

Information Security Program

A fintech’s IS control assessments highlight the company’s approach to identifying, mitigating, 
or correcting vulnerabilities in its security program. The company’s policies surrounding 
IS can provide the bank insight into the fintech’s ability to perform activities in a safe and 
sound manner. This also can assist the bank in identifying challenges with its own incident 
response requirements.

Information Systems

Assessing the company’s technology and security systems may help the bank evaluate whether 
those measures are appropriate for the activity that it looks to the fintech to perform. A 
bank may evaluate whether the activity can be performed using existing systems or whether 
additional IT investment would be needed from either the bank standpoint or from the 
fintech itself. For example, can the fintech systems support the bank’s business, customers, 
and transaction volumes?
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Operational Resilience
A community bank may look to the fintech company’s processes to identify, respond to, and 
protect itself and customers from threats and potential failures. It is important that third-
party continuity and resilience planning be commensurate with the nature and criticality 
of activities performed for the bank.

Business Continuity Planning and Incident Response

Assessing the company’s business continuity plan and incident response plan can help the 
bank determine whether the fintech will be able to continue operations in the event of a 
disruption. Understanding where the company’s data centers are helps a community bank 
to consider which laws or regulations would apply to its business and customer data. It is 
also good to consider whether the fintech has appropriate insurance policies and whether 
the company can make the bank whole in the event of a loss. 

Reliance on Subcontractors

A fintech company’s monitoring of its subcontractors may assist the bank in understanding 
how the fintech manages its relationships, what activities it engages in, and how it will 
address a subcontractor’s inability to perform. 

How Can BRG Help
BRG can develop a due diligence program for community banks 

BRG professionals have a proven track record of producing well-designed, risk-based compliance programs for regional, 
national, foreign, and community banks. We will introduce a current, effective, and appropriate program that fits your bank’s 
size, structure, industry, geographical presence, and risk profile. 

BRG can execute the due diligence program for banks

The expectation is clear, but the process by which a company meets this expectation is not as straightforward. BRG 
professionals can help your bank navigate regulatory requirements and provide suggestions to assess third-party fintechs. 
We can aid in alignment of strategy and objectives between your bank and the potential suitor by selecting the risk areas 
for which the due diligence program will screen and identifying the third-party relationships that will be subject to due 
diligence scrutiny.

BRG can conduct risk assessments on the fintechs for banks

After selecting the risk areas for which the due diligence program will screen, BRG professionals can assist in determining 
which of the bank’s third-party relationships may present a risk in the selected areas of the program.
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About BRG
Berkeley Research Group, LLC (BRG) is a global consulting firm that helps leading organizations 
advance in three key areas: disputes and investigations, corporate finance, and performance 
improvement and advisory. Headquartered in California with offices around the world, we are 
an integrated group of experts, industry leaders, academics, data scientists, and professionals 
working beyond borders and disciplines. We harness our collective expertise to deliver the inspired 
insights and practical strategies our clients need to stay ahead of what’s next. Visit thinkbrg.com 
for more information. 
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