
In today’s constantly evolving environment, it is imperative that chief risk officers (CROs) stay on the cutting edge of a dynamic 
world. Each quarter, BRG’s financial services professionals deliver a short summary of issues on which we are working with our 
clients to share and provide insight to the broader CRO community. Our financial services group consistently engages in thoughtful 
conversations with medium, large, and global institutions. Recent topics have included those discussed below, and we would be 
happy to share ideas, materials, and thoughts if they are of interest to your organization. 
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INTELLIGENCE THAT WORKS

Financial Risk
The ongoing battle in Congress on the infrastructure bill and the debt ceiling debate gives us reason to 
believe that the level of financial risk for many banks may be increasing due to the uncertainty around the 
outcomes. Earlier this month, the ceiling again was extended, to early December, as Congress continues 
to delay a long-term solution or decision. The debt ceiling likely will be raised (for now) and tends to be 
more political theater than real risk. A US Treasury default would be devastating to financial markets and, 
therefore, bank balance sheets. 

The outcome of infrastructure bill negotiations is much less certain, as is the impact on the risk profile of 
banks. The current draft of the infrastructure bill includes the reporting of gross inflows and outflows on 
customer accounts above a $600 de minimis threshold to the Internal Revenue Service (IRS). The threshold 
is currently in flux; however, regardless of the threshold, the operational challenges to banks (not to mention 
the IRS) cannot be understated. Risk managers need to understand their capabilities and challenges in 
gathering data and reporting this information from their various transactional systems.

Impacts of the Pandemic on Credit Models
Earlier during the pandemic, regulators quickly put in place certain protections for borrowers and bankers to 
minimize the impact on borrower wallets and bank balance sheets. Now that some protections are expiring 
and banks are attempting to use their credit models, regulators are inquiring how the banks are dealing with 
the data captured during the pandemic period. There may be defaults that were not reported as defaults or 
deferrals that should have gone to nonperforming status, thus impacting the ability of modelers to use the 
data directly in their models. Banks need to consider the treatment of their data during this period carefully 
and recognize the importance of maintaining the data so that it is accurate and methodologies are applied 
consistently across the loan portfolios.

Third-Party Risk Management
As banks further embrace their partnerships with financial technology companies (fintechs), regulatory 
focus on the application of third-party risk management principles is increasing. BRG published a thought 
leadership piece in August related to proposed rulemaking in this area.  Regulators want to ensure that 
banks are being thorough in their due diligence prior to onboarding these relationships. Risk managers need 
to understand the entities with which they are partnering and the risk profiles of those entities through due 
diligence reviews, risk assessments, etc. Risk managers also should fully understand the processes that 
a fintech will be using as part of its relationship with the bank. Understanding those processes is critical 
to assessing the risk to which the bank will be exposed. 

https://www.thinkbrg.com/insights/publications/third-party-risk-management-rulemaking/
https://www.thinkbrg.com/insights/publications/third-party-risk-management-rulemaking/


Banks also should have strong ongoing monitoring procedures for the entity and the processes it uses 
in its relationship with the bank. These relationships are fluid and will change over time. Risk managers 
will need to monitor these closely to ensure that the dynamic nature of the relationship does not have a 
significant impact on the bank’s risk profile. Well-defined reporting and monitoring protocols will help the 
banks and regulators to get comfortable with the dynamisms of these new and exciting offerings for the 
bank’s customers. We published a thought leadership piece in September pertaining to conducting due 
diligence on fintech companies, based on the regulators’ guidance. 

Cyber Risk
Cyber risk and threats continue to be top of mind for risk management departments. As hackers enhance 
their techniques, bank risk managers need to enhance their mitigation efforts. The spend on cyber risk 
management is expected to increase year over year for the foreseeable future. Risk managers should 
address their budgeting needs to account for these increases and for investing on mitigation techniques for 
the future. In addition, firms should develop action plans in the event they are the victims of a cyber-attack. 
A clear action plan includes a thorough communication strategy, IT response measures, and an escalation 
process in the event of a ransom event.

Financial Crime Risk
The Financial Crimes Enforcement Network recently published its priorities on which the agency will focus 
in the months ahead. While the priorities do not impose a compliance obligation on covered institutions, 
firms should take measures to assess and mitigate risk posed by, among other things: 

Risk managers also should expect continued debate and discussion regarding the nature and regulation 
of cryptocurrencies and developments associated with the ongoing implementation of the Anti-Money 
Laundering Act of 2020. 

Finally, the International Consortium of Investigative Journalists’ publication of the Pandora Papers will send 
shockwaves that, for some firms and their jurisdictions, will be felt for years to come. They show that the 
offshore system continues to thrive despite legislation, investigations, and international agreements aimed 
at combating money laundering and tax dodging. Firms should try, at a minimum, to quantify the extent of 
their exposure to bank secrecy havens and, specifically, higher-risk clients named in the Pandora Papers.
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 - Virtual currencies

 - Domestic violent extremism

 - Fraud

 - Human and drug trafficking

https://www.thinkbrg.com/insights/publications/due-diligence-fintech-banks/
https://www.thinkbrg.com/insights/publications/fincen-national-aml-cft-priorities/
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