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In response to Russia’s invasion of Ukraine, numerous countries and governing bodies, including the United States, United 
Kingdom, and European Union, have imposed coordinated economic sanctions on Russian banks, organizations, oligarchs, 
and other high-profile individuals. The US, UK, and EU also have adopted export restrictions on various categories of goods 
and technology, including those that may contribute to Russia’s military efforts or technological advancement. 

In addition to sanctions and export controls, seven Russian banks have been removed from the Society for Worldwide 
Interbank Financial Telecommunication (SWIFT) messaging system. The SWIFT system facilitates international transactions 
in over two hundred countries. Iran and North Korea are the only other countries that have had their institutions 
disconnected from SWIFT. 

As Russia’s invasion has escalated, the expanding sanctions regimes and export controls have evolved and become more 
complex, with updates coming almost daily. With each new update, companies must continue to evaluate the risks of doing 
business in the region, which requires a thorough analysis of the law. Companies also must gauge how other forms of 
government pressure—and societal expectations—may shape their decision to continue operating in the region, especially 
with media attention focused on a company’s ongoing Russian involvement. To support the evolving risk landscape, 
companies need a fundamental understanding of their business partners, including investors, acquisition candidates, 
vendors, supply chains, and customers. 

While companies and investment firms may assume they know with whom they’re doing business, one can imagine endless 
scenarios that on first glance may seem appropriate but later are determined to have sanctions violations or cause damage 
to a company’s brand. This spans sectors such as private equity, advanced technology, gaming, energy, professional services, 
and others.
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Consider the following hypothetical: 
Acme Corporation is a large gaming conglomerate that is based in the United States and preparing to open a new 
casino in Missouri. Acme has attracted several investors in the casino, including a UK investment company, Beta Inc. 
When Acme entered the relationship with Beta, it conducted due diligence and learned that a former Cypriot national 
was the sole owner of Beta. Unbeknownst to Acme, the Cypriot national was born in Russia and has since transferred 
50 percent of his shares to a Russian company with ties to the Federal Security Service of the Russian Federation 
(FSB). Acme’s CEO recently heard rumblings from business contacts that Beta was tied to the FSB but discounted it as 
gossip. When the Missouri Gaming Commission heard the rumor and requested more information, Acme’s legal team 
was tasked with determining whether the gossip was fact or fiction. 

Acme begins its due diligence process with basic research, including searching for Beta on Office of Foreign Assets 
Control (OFAC), Office of Financial Sanctions Implementation (OFSI), and other sanctions lists, but finds no results. 
However, if Acme had utilized various third-party databases to run a more comprehensive search, Acme would have 
seen Beta named in the press in connection with a Russian individual sanctioned in early March. 

Next, Acme looks more closely at Beta’s ownership structure by reviewing the documents Beta provided during the due 
diligence process. Acme’s general counsel directed an in-house paralegal to search the UK Companies House website 
to compare the documents to what is available online. When he saw that Beta had a new 50 percent shareholder, he 
ran a Google search and learned that the company was a French investment firm. He also ran the company name 
through OFAC, OFSI, and other sanctions lists, but didn’t find any results.

However, the paralegal missed some facts in his research: 

He did not notice that Beta’s new owner is a Russian limited liability company, with the OOO legal entity 
designation. The company he found through Google was designated as SARL, indicating it was a French 
limited liability company—a case of mistaken identity. 

He missed the new director’s name on the Companies House filing. If he were to run multilanguage media 
searches on the new director, he would see that the director has been quoted in Russian media praising 
Russian state-owned business endeavors.

If he had known to search Russian corporate databases, he would have identified additional ownership 
information about the OOO company. Through additional press research, he could have learned that the 
OOO company’s owner had connections with a family member of a known senior FSB officer. 

Although none of this information would likely result in a sanctions violation, because Beta and its new investors are 
not included on any sanctions list, it may raise questions with the Missouri Gaming Commission and pose problems for 
Acme’s new casino venture. 

Additionally, given the large volume of personally identifiable information and payments information the casino would 
hold regarding its US customers, the involvement of the foreign investor likely would trigger an investigation by the US 
government’s Committee on Foreign Investment in the United States (CFIUS). CFIUS, charged with reviewing foreign 
direct investment into the US when there is a potential impact of that investment on US national security, would be 
concerned about the possible exploitation of the customer data by Russia via Beta, the foreign investor. CFIUS would 
conduct its own due diligence with the benefit of searching not only free and proprietary data sets but also the US 
government’s wide array of classified information. CFIUS would find the connection to Russia and the FSB and object 
to the transaction. If Acme were unable to mitigate the concerns of the committee adequately, CFIUS has the authority 
to recommend to the president that the transaction be blocked. And while the committee’s investigation would be 
confidential, the president’s decision to block—which is final and not subject to judicial review—would include a public 
announcement of the decision.

If Acme had sought the advice of an expert in these sorts of investigations, it would have had the opportunity to identify 
these issues and, possibly, a replacement for Beta in the deal. Acme would have saved time, money, and its reputation, 
and prevented issues with the gaming commission and the US government. 
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It is well known that companies are prohibited from doing business with sanctioned entities and persons. Yet, as the above 
example highlights, it can be difficult to determine if a business partner poses a sanctions-related or national security risk—
or a reputational one. Firms should consider numerous factors when evaluating the risk of entering into a new business 
agreement, including: 

•  Conduct a thorough review of current investors and partners to understand their ownership structures, profiles, and 
relationships (and therefore attendant risks). 

•  Thoroughly vet future business partners, investors, counterparties, vendors, and customers—go beyond basic keyword 
searches on sanctions lists.

•  Understand that certain jurisdictions are opaque, and information may be difficult to obtain. In certain locations, 
on-the-ground human intelligence collection is required, because public records may be unavailable, unreliable, or 
available only in the local foreign jurisdiction in hard copy. 

•  Expand investigations using specialized databases and, where necessary, conduct foreign language research—
important issues may not be captured by English-language resources or automated translation services. 

•  Recognize US national security concerns and potential US government jurisdiction in certain transactions that involve 
foreign investors.

Companies need to have the knowledge, resources, and tools to go beyond basic due diligence research and thoroughly 
investigate a business partner. To reduce their burden, companies should partner with a specialized business intelligence 
and investigations firm with the expertise to dig into and unwind complex ownership structures and relationships.
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