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On January 10, 2023, the US Federal Trade Commission (FTC) finalized its enforcement action against Drizly 
and against its CEO in his personal capacity for failure to implement proper security, privacy, and records 
management measures.1, 2 This is the first time the FTC has held a company official personally liable for 
privacy and security compliance, a practice the FTC promises to continue. This decision comes on the 
heels of the recent criminal jury verdict against Uber’s former chief security officer, harkening what may 
become a trend of holding corporate officers liable for security-related decisions and actions.

The Facts
Drizly is an online alcohol marketplace founded in 2012, acquired by Uber in 2021, and led 
by CEO James Cory Rellas since 2018. Like many companies, Drizly did not regularly and 
systematically delete customer data, instead keeping its customer records indefinitely. 

In 2018, a hacker accessed internal systems containing personal data. After Drizly and its CEO 
became aware of this, they claimed to have remediated the data breach and the underlying 
security flaws that caused the incident. 

In 2020, a hacker exposed the same security flaws to both access and steal personal data 
on 2.5 million consumers, including contact information, partial financial information, order 
history, geolocation data, gender, and ethnicity.

Actions Against the Company
In its enforcement action, the FTC emphasized that, in addition to Drizly’s inadequate security practices, the 
company’s poor privacy and records management practices dramatically increased the negative impact of 
the security incidents on consumers—and therefore dramatically increased Drizly’s penalty.3

The FTC is requiring Drizly, as a company, to:

- Destroy all consumer data no longer necessary for providing products or services.

-  Create and publicly disclose a record retention schedule, which must include the purpose, business 
need, and timeframe for deletion for all categories of personal data. 

-  Implement collection limitation (i.e., only collect data necessary  for a given business purpose) and 
purpose limitation (i.e., only use the data for the purpose for which it was collected). 

- Designate an executive-level chief information security officer (CISO).

-  Require role-based access controls and multifactor authentication (MFA) for all systems with  
personal data.
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Actions Against the CEO
Rellas is required to ensure the above actions happen at Drizly or be held personally liable. Moreover, Rellas 
must hire a senior executive responsible for security and implement an information security program at any 
company he goes to in the future.

The FTC enforcement action emphasized this aspect: “Notably, the order applies personally to Rellas, who 
presided over Drizly’s lax data security practices as CEO. In the modern economy, corporate executives 
frequently move from company to company, notwithstanding blemishes on their track record. Recognizing 
that reality, the Commission’s proposed order will follow Rellas even if he leaves Drizly... This action is part 
of the FTC’s aggressive efforts to ensure that companies are protecting consumers’ data and that careless 
CEOs learn from their data security failures.”4

What Should You Do? 
Make sure your company has appropriate security, privacy, and records management policies and practices 
in place to protect its data:

-  Assess security practices: Implement MFA and role-based access controls for all critical systems, 
implement data-loss prevention programs and network monitoring to limit exfiltration, and have an 
executive-level security leader responsible for a documented security program.

-  Assess privacy practices: Practice data minimization and purpose limitation, only collecting personal 
data where necessary for a specific business purpose and only using it for that purpose.

-  Assess records management practices: Create a records management program with a records 
retention schedule and delete personal data once it’s no longer needed.
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BRG’s privacy, security, and information governance teams are happy 
to assist you in assessing current practices, mitigating any gaps, and 
building out compliance programs to manage risk. 
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